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ABSTRACT: This paper explores the sociotechnical risk management challenges faced by Maritime Autonomous
Surface Ships (MASS) with an emphasis on cybersecurity. As the maritime sector increasingly embraces
autonomous vessels to enhance efficiency and safety, it confronts new cybersecurity vulnerabilities and
challenges. The paper outlines a comprehensive approach to identifying and mitigating cyber risks by examining
the sociotechnical considerations within MASS. It underscores the importance of understanding how cyber
threats can compromise the interaction between humans and systems, potentially impacting vessel operations
performance and safety. Through a detailed description of the Sociotechnical Array Framework for Evolving
Maritime Autonomous Surface Ships (SAFE-MASS), which functions as a sociotechnical transition taxonomy, and
by explaining how this can be used for securing MASS this research contributes valuable insights into developing
safer and more efficient maritime operations, signaling a trans-formative shift in the industry’s future, especially
by examining information technology (IT) and operational technology (OT) integration within MASS highlights
the critical need for robust cybersecurity measures in this emerging field.

1 INTRODUCTION

As Maritime Autonomous Surface Ships (MASS)
reshape the global maritime domain, traditional
approaches to cybersecurity risk assessment prove
insufficient in capturing the complex interplay
between human, technical, and organizational
elements. This paper introduces the Sociotechnical
Array Framework for Evolving Maritime Autonomous
Surface Ships (SAFE-MASS) not merely as a
descriptive taxonomy, but as a novel analytic tool
designed to operationalize sociotechnical
cybersecurity thinking across all levels of MASS
autonomy. The key innovation lies in how the
framework enables systematic integration of both IT
and OT threat landscapes with human-system
interaction and regulatory dimensions. By explicitly
addressing how sociotechnical variables influence

cybersecurity posture and decision-making across the
IMO’s four Levels of Autonomy (LoA), SAFE-MASS
facilitates anticipatory and adaptive risk management.
This framework empowers stakeholders, designers,
regulators, and operators to better identify and
mitigate vulnerabilities that emerge from increasingly
automated task-sharing between humans and
machines. Through a use-case scenario, we illustrate
not only how the framework can be applied in practice,
but also how it improves efficiency and effectiveness in
securing evolving maritime systems. Ultimately,
SAFE-MASS contributes a much-needed lens for
understanding and governing the cybersecurity
challenges inherent to the digital transition of maritime
transport.

229



2 CHALLENGES AND INDUSTRIAL NEEDS FOR
MANAGING SOCIOTECHNICAL CYBER RISKS
OVER THE DIFFERENT LEVELS OF MASS
AUTONOMY

Maritime shipping is a favored mode of transport,
notably accounting for 90% of global international
trade (Baumler et al., 2021; Bui and Nguyen, 2021;
Christiansen et al., 2020; Jacq et al., 2018; Jiang et al.,
2018; Kosowska-Stamirowska et al., 2016; Sharma et al.,
2019; Stannard, 2020; Tam and Jones, 2019a; Zhang et
al., 2023). Furthermore, it is estimated that between 80-
90% of all incidents involving maritime vessels can be
attributed to Human Factors (HF), either directly or
indirectly (Chang et al., 2021). Considering this, it’s
hardly surprising that the maritime sector is keenly
looking forward to embracing autonomous vessels.
This innovation is viewed as a strategic move to shape
the future of maritime operations (Ahvenjarvi, 2016).
The idea of having uncrewed vessels trafficking our
oceans is already a reality (Stepien’, 2023; Xu et al.,
2023). Undoubtedly, the future of the maritime
shipping industry will not be anything even close to
where it is today (Sencila, 2019).

The maritime industry is wundergoing a
transformative shift with the increasing adoption of
Maritime Autonomous Surface Ships (MASS) (Kim et
al., 2020). MASS are envisioned as vessels that can
operate without onboard crews, utilizing advanced
technologies such as sensors, Artificial Intelligence
(Al), and sophisticated communication systems for
autonomous navigation and task execution (Deling et
al., 2020; Felski and Zwolak, 2020). While these
advancements promise to enhance operational
efficiency, safety, and  sustainability, they
simultaneously introduce a range of cybersecurity
challenges that threaten vessel integrity, navigation
accuracy, and overall maritime security (Tabish and
Chaur-Luh, 2024). Unlike traditional crewed vessels,
MASS relies on a complex interplay of Information
Technology (IT) and Operational Technology (OT),
making them particularly susceptible to cyber threats
that can disrupt critical operations (Murray et al., 2017).
One of the pressing cybersecurity concerns for MASS
is their reliance on Global Navigation Satellite Systems
(GNSS), including the Global Positioning System
(GPS), the Vessel Integrated Navigation System
(VINS), and the Automatic Identification System (AIS)
(Tabish and Chaur-Luh, 2024). These systems provide
essential data for navigation, collision avoidance, and
route optimization (Androjna and Perkovi¢, 2021).
These autonomous vessels are being designed to
function across diverse maritime environments,
including commercial shipping, military operations,
and scientific research (Barrera et al., 2021; Kim et al.,
2020). MASS technology is in its early developmental
stages (Li and Fung, 2019), it holds significant potential
to revolutionize the maritime industry by reducing
operational costs, enhancing efficiency, and improving
safety standards (Horne, 2021).

One of the key advantages of MASS is their ability
to operate continuously without the need for crew rest
periods or rotations. This capability could significantly
increase the speed and efficiency of cargo transport
while simultaneously reducing the risk of accidents
caused by human error (Chang et al., 2021; Redseth et
al., 2023). The versatility of MASS is evident in their
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various forms, ranging from small drones and
unmanned surface vessels (USVs) to large cargo ships
and naval vessels (Barrera et al., 2021). The applications
of MASS are diverse, encompassing cargo transport,
ocean research, surveillance and security operations,
and environmental monitoring (Komianos, 2018)). The
development of MASS is being spearheaded by
countries at the forefront of maritime research,
including Norway, South Korea, and China (Lind et al.,
2021; Munim and Haralambides, 2022). International
organizations such as the IMO have been actively
discussing MASS since 2017 in official meetings
(Fonseca et al., 2021; Larsen and Lund, 2021;
Pietrzykowski ~and Hajduk, 2019). Research
institutions (Abilio Ramos et al., 2019; Fonseca et al.,
2021), including the Norwegian University of Science
and Technology (NTNU), are contributing
significantly to MASS development (Kim et al., 2020).
Major companies like Rolls-Royce and Kongsberg are
also driving innovation in this field (Kim et al., 2020;
Komianos, 2018). While the growth and adoption of
MASS technology are expected to continue, the rate
and model of growth vary considerably among
different nations (World Maritime University, 2019).

MASS is vulnerable to cyber-attacks such as GPS
spoofing, jamming, and data manipulation, which can
lead to erroneous positioning, misrouted voyages, or
even direct collisions (Androjna et al., 2020). AIS,
which has been a standard installation on vessels
worldwide since 2002, lacks authentication
mechanisms, making it susceptible to data injection
attacks that can mislead autonomous decision-making
processes (Balduzzi et al., 2014). The Electronic Chart
Display and Information System (ECDIS), an essential
tool for digital navigation, presents another
cybersecurity risk (Svilicic et al, 2019b). A
compromised ECDIS system can manipulate nautical
chart data, obscuring obstacles or falsifying depth
readings, leading to potential grounding or collision
hazards (Androjna and Perkovic, 2021). The Integrated
Bridge System (IBS), which interconnects multiple
navigation and control systems, further compounds
these risks, as it provides a single point of failure that
cyber attackers can exploit to manipulate multiple
vessel functions simultaneously (Awan and Al
Ghamdi, 2019). The shift towards remote monitoring
and control in higher Levels of Autonomy (LoA)
introduces additional vulnerabilities (Ramos et al.,
2020b). Remotely operated MASS rely on secure and
continuous data exchange between the vessel and
shore-based control centers (Constanta Maritime
University et al., 2022). These communication channels
are prime targets for cybercriminals seeking to
intercept, disrupt, or manipulate data transmissions
(Tabish and Chaur-Luh, 2024). Attacks on the Heading
Control System (HCS) or Bridge Alert Management
System (BAMS) could cause a vessel to veer off course
or prevent critical alerts from reaching human
operators, undermining safe navigation (Tam et al,,
2012).

The integration of Al-driven decision-making
within MASS increases the risk of adversarial attacks
targeting machine-learning models (Lee and Lee,
2023). By exploiting weaknesses in these algorithms,
cyber attackers could alter a vessel’s decision-making
logic, resulting in hazardous operational behavior
(Longo et al., 2024). The absence of onboard crew in



fully autonomous vessels further complicates
cybersecurity risk mitigation, as immediate human
intervention is no longer feasible in case of an attack
(Walter et al., 2023).

2.1 Challenges

This shift towards MASS is largely motivated by the
critical role that maritime shipping plays in global
commerce, underscored by its substantial contribution
to international transport (Komianos, 2018). The move
to autonomy promises to reduce human error, which is
a major cause of maritime incidents (Wrdbel et al.,
2017). While this technological advancement presents
opportunities for safer and more efficient operations, it
simultaneously introduces significant vulnerabilities,
especially concerning cybersecurity (Kavallieratos et
al., 2019). Autonomous vessels, with their reliance on
advanced digital systems, remote communication, and
software, are increasingly exposed to cyber threats
(Tam and Jones, 2019b). These threats could undermine
the safety, and efficiency gains that MASS aims to
deliver (Bolbot et al., 2019).

With the extensive material provided by the IMO
(2021) MSC.1/Circ.1638 document and the exhaustive
exploration made within this about evaluating how
different regulatory instruments are affected by
changes of the LoA for the MASS, these documents
serve as a core resource. The documents hold a huge
amount of dependencies between different regulatory
International Maritime Organization (IMO)
instruments, and the IMO (2021) MSC.1/Circ.1638
document considers all the IMO regulatory
instruments, which should specifically be taken into
consideration before the advancement of MASS
between levels. These regulatory documents have been
analyzed for gaps by the Maritime Safety Committee,
and the results are presented within the
MSC.1/Circ.1638 document (IMO, 2021). The gaps are
addressed in the form of recommendations on how to
improve the different regulatory instruments to amend
for MASS. In this, certain sociotechnical aspects have
been considered, such as the absence of personnel on
higher MASS levels, and relationships between
personnel and automated processes on lower MASS
levels.

2.2 Existing frameworks

The BIMCO Guidelines (BIMCO, 2020) offer practical
recommendations for maritime cybersecurity,
including risk assessments and mitigation strategies.
However, they fall short in addressing the
sociotechnical complexities arising from increasing
autonomy in MASS. Similarly, the IMO Maritime
Safety Committee highlights the need to retain a
human master for oversight across all autonomy levels
(IMO, 2023), acknowledging legal and jurisdictional
challenges of Remote Operating Centers (ROC) and
calling for further research into sociotechnical aspects.
The SOLAS Convention (IMO, 2009) does not explicitly
require cybersecurity measures or offer a holistic
sociotechnical framework, though it implies broader
safety practices that could encompass cybersecurity.
The IMO Code of Practice (Boyes and Isbell, 2017)
supplements this by offering cybersecurity guidance to
ship operators.

Svilicic et al. (2019a) presents a cyber risk
assessment of the training ship Fukaemaru using crew
interviews and Nessus Professional scans. The study
reveals critical vulnerabilities, especially in ECDIS, due
to outdated software. It underscores the importance of
robust cybersecurity policies, crew training, and
ongoing evaluations. While focused on conventional
ships, it does not address autonomous levels, centering
instead on  cybersecurity management and
technological vulnerabilities aboard vessels.

Tam and Jones (2018a) explores the evolving cyber-
risk landscape for autonomous ships, emphasizing the
need to identify key vulnerabilities. It introduces the
MaCRA  (Maritime Cyber Risk Assessment)
framework, tailored to maritime environments, and
considers its application to autonomous vessels. Case
studies of near-future prototypes reveal critical threats
tied to system interconnectivity and satellite reliance.
As the article predates MSC.1/Circ.1638 (IMO, 2021), it
adopts SAE levels of automation adapted from the
automotive sector, instead of the IMQO’s now-
standardized levels.

Erstad et al. (2023) article does not mention
autonomous surface ships levels instead it introduces a
maritime cyber incident response framework, called
the Cyber Emergency Response Procedure (CERP),
which focuses on guiding crew members through the
response process in the event of a cyber incident.

Fenton and Chapsos (2023) discusses the essential
skills and competencies required to operate
autonomous ships securely and even though the article
supports the sociotechnical risk perspective by
emphasizing the need for operator training and
adaptation to evolving cybersecurity challenges, it
lacks the overarching holistic view.

Emad and Ghosh (2023) does not primarily focus on
cyber risks, instead, it centers on the skills and
competencies required for shore-based operators of
unmanned and autonomous ships, as well as the
challenges faced in maritime education and training
(MET) to prepare for these advancements, while it
discusses the technological changes associated with
automation in the maritime industry and mentions the
need for technical competencies related to these
systems, it does not explicitly delve into cyber risks.

Issa et al. (2022) analyzes regulatory responses to
cybersecurity threats in autonomous shipping and
emphasizes the role of communication system security
within the sociotechnical risk categories of MASS.
Poornikoo and @vergard (2022) addresses regulatory
challenges in implementing MASS and the necessity to
align cybersecurity measures with international
maritime laws. IMO (2021) discusses the gradual
adaptation required in HMI as ships move through
different LoA, supporting the need for risk models like
SAFE-MASS.

While existing maritime cybersecurity frameworks
contribute significantly, they fall short in addressing
the sociotechnical challenges of Maritime Autonomous
Surface Ships (MASS). The BIMCO Guidelines offer
practical advice but overlook issues like human
oversight, remote operations, and automation
complexities (BIMCO, 2020). Similarly, the IMO
Maritime Safety Committee report stresses the need for
human involvement but inadequately covers
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sociotechnical risks such as those linked to Remote
Operating Centers and cognitive workload (IMO,
2023). SOLAS and related IMO guidelines outline
general safety measures but lack a holistic,
sociotechnical cybersecurity approach (IMO, 2009).
Risk models like MaCRA and CERP focus on manned
vessels or are outdated, while studies on operator
competencies emphasize training without fully
integrating cyber governance. As autonomy advances,
cybersecurity must shift from human-machine to
machine-to-machine security (Hamad and Steinhorst,
2023), demanding a new framework that bridges
technological and human factors. This includes
addressing Al-driven decisions, evolving operator
roles, and ensuring continuous upskilling for
managing integrated autonomous systems (Hollnagel
and Woods, 2005).

2.3 Problem statement

In the context of cybersecurity for MASS, it’s crucial to
perform comprehensive risk evaluations and apply
robust risk management practices (Kanwal et al., 2022;
Kim et al.,, 2020; Lee and Lee, 2024). These steps are
essential for pinpointing possible cyber threats,
assessing their impact, and crafting suitable
countermeasures to mitigate them (Alcaide and Llave,
2020; Boyes and Isbell, 2017). The initial phase in
cybersecurity sociotechnical risk management for
MASS involves identifying potential cyber risks and
vulnerabilities by examining the ship’s technological
setup, network, software, communication systems, and
possible threat avenues (Mednikarov et al., 2020). The
main purpose of this is to understand how cyber-
attacks, threats and vulnerabilities might affect human-
system interactions and by doing compromises the
performance, and maybe even the safety, of specific
vessel operations (Kechagias et al., 2022; Martinez et
al, 2024; Yu et al, 2023). Following such risk
identification, an analysis must be carried out to
determine the potential impact and probability of these
risks as the human-machine interaction transfers more
toward machine than human, evaluating how cyber
incidents could affect MASS’s safety, potential crew,
cargo, and the environment, alongside the likelihood of
such risks occurring based on the current autonomous
levels, the threat environment, which security
measures are in place, and identified system
weaknesses (Kim et al., 2020).

In conducting a review based upon the outcome
presented within the IMO (2021) MSC.1/Circ.1638
document, there are a few obvious considerations
which needs to be addressed. The SOLAS Convention
primarily focuses on the physical safety aspects of
maritime vessels, including construction, fire
protection, life-saving appliances, navigation safety,
carriage of cargoes, and more. The convention does not
explicitly address cybersecurity concerns, particularly
those unique to autonomous or remotely operated
vessels. The maritime industry’s increasing reliance on
networked systems for vessel operations makes it a
prime target for cybercriminals and nation-state actors
(Li et al., 2024). As MASS becomes more prevalent, the
integration of digital and operational technologies
necessitates not only advanced technical defenses but
also a rethinking of organizational policies and global
collaboration (Palbar Misas et al, 2024). The

232

complexity of these systems requires cross-disciplinary
approaches that factor in geopolitical risks and the
growing sophistication of cyberattacks targeting
critical infrastructure (Sarker, 2024a; Shafqat and
Masood, 2016). The trajectory of MASS development
underscores the importance of aligning technical
innovations with practical operational frameworks
(Fonseca et al.,, 2021; Zhang et al., 2023).

The research presented in this article on
sociotechnical cyber risk management for MASS
underscores several critical gaps and emerging
challenges that merit significant attention from the
scientific and technological communities. This research
is driven not only by the necessity to enhance maritime
transport but also by the urgent need to address the
cybersecurity risks that accompany the transition to
autonomous systems. By exploring the cybersecurity
challenges and potential vulnerabilities that MASS
face, particularly in light of their interaction with HFs,
this study aims to contribute to a more secure and
resilient future for maritime operations. The focus on
the intersection between autonomy, human elements,
and cyber threats underscores the need for a
comprehensive approach to ensure the safe integration
of MASS into global shipping networks (Hogg and
Ghosh, 2016).

3 DEVELOPMENT OF A TAXONOMY FOR
CHARACTERIZING SOCIOTECHNICAL CYBER
RISKS

This section outlines the methodological foundation
for the SAFE-MASS framework, detailing the key
structuring dimensions, system decomposition, levels
of autonomy, and the interaction between human
operators and automated systems. By analyzing
existing  cybersecurity = frameworks, regulatory
guidelines, and technological constraints, SAFE-MASS
is positioned as a comprehensive taxonomy for
evaluating cyber risks across different levels of
autonomy. This describes the core elements of this
methodology, including risk assessment strategies,
IT/OT  integration, and the  sociotechnical
considerations necessary for secure and resilient MASS
operations.

3.1 Literature review methodology

Though broad in scope, the taxonomy is designed to
provide a focused and structured approach to
understanding and mitigating cybersecurity risks in
MASS across different autonomy levels. To support
this, an extensive literature review was conducted,
drawing from academic research, industry reports, and
regulatory sources on cyber threats, human-system
interaction, legal frameworks, and technological
vulnerabilities. The outcome is a coherent framework
built on recurring themes and strategies to guide both
analysis and practical application.

The taxonomy is structured as a matrix integrating
eight dimensions, including IT/OT systems, location,
HMI, human factors, vessel functions, cyber risks,
regulatory considerations, and technological solutions.
Each dimension includes specific elements to define
risk attributes, for example, operator workload and



training in the human domain, data integrity and
redundancy in technology, and compliance or
certification issues in regulation. This structure allows
for a comprehensive analysis of vulnerabilities across
autonomy levels.

The matrix’s cells represent the interaction between
dimensions, autonomy levels, and operational
scenarios, each highlighting specific vulnerabilities,
contextual factors, and related mitigation strategies.
These range from technical controls like encryption
and intrusion detection, to human-focused measures
such as training, and organizational actions including
audits and incident response planning. By linking each
risk to practical safeguards, the taxonomy serves as
both an analytical and prescriptive tool. It offers a
structured approach to cybersecurity in MASS,
mapping risks and countermeasures  across
sociotechnical dimensions.

3.1.1 Keyword Selection

To ensure a comprehensive review, a combination
of primary keywords (directly related to the research
focus) and secondary keywords (supporting broader
topics such as cybersecurity frameworks, risk
assessment, and maritime regulations) were utilized.
These search terms were chosen based on their
relevance to the evolving cybersecurity challenges in
MASS.

Primary Keywords: Maritime Autonomous Surface
Ships, Autonomous Ships Cybersecurity,
Sociotechnical Risk Management in MASS, Cyber
Threats in Autonomous Maritime Operations, Human-
Machine Interaction in MASS, Operational Technology
security in Maritime, Information Technology
integration in MASS.

Secondary Keywords: MASS Regulatory, Cyber
Risk Assessment in Maritime Industry, Artificial
Intelligence in Autonomous Shipping, Levels of
Autonomy in Maritime Transport, GPS Spoofing and
Jamming in Marine Navigation, Human Factors in
Maritime Cybersecurity, Remote Operation Centers

3.1.2  Source Selection Criteria

The articles were selected based on several
parameters. Priority was given to research published
between 2020-2025 to ensure up-to-date cybersecurity
risk analysis in MASS. Foundational works predating
this period were also included to establish a theoretical
and regulatory background. Peer-Reviewed Sources
such as Journals, conference proceedings, and also
books were prioritized, ensuring scientific rigor.
Industry standards and guidelines like official
documents from IMO, BIMCO, and other maritime
regulatory bodies were reviewed to understand
cybersecurity policies relevant to MASS. Cross-
Disciplinary Studies of articles incorporating insights
from cybersecurity, automation, Al, and human factors
were also included to maintain a holistic perspective.

3.1.3 Database and Search Engines Utilized

A wide range of specific academic and industry-
recognized databases was used for this. Scopus, IEEE
Xplore, ScienceDirect, Google Scholar and also specific

material such as IMO and BIMCO Publications, for
regulatory and industry guidelines.

3.1.4 Search Query Structure

The search queries combined Boolean operators to
refine results. An example of a structured query used
would be as follows (“Maritime Autonomous Surface
Ships” OR "MASS”) AND (”cybersecurity” OR ”cyber
risk management”) AND ("human machine
interaction” OR “human factors”) AND ("GPS
spoofing” OR “remote operations”). Numerous
different variations of this query and similar ones were
executed and adjusted based on specific search engines
to retrieve the relevant results.

3.1.5 Article Screening and Selection

The article ”"How to Read a Paper” by Keshav (2007)
was instrumental in shaping the article screening and
selection process for this study. The three-pass reading
method provided a structured approach to evaluating
research papers efficiently, ensuring that only the
relevant and high-quality sources were incorporated
into the SAFE-MASS framework.

This initial step was used to rapidly assess each
paper’s relevance by examining the title, abstract,
introduction, section headings, and conclusion. This
allowed for the identification of whether a paper was
related to key themes such as MASS cybersecurity,
IT/OT integration, regulatory frameworks, or HMI.
Papers that lacked relevance or were outside the
research scope were discarded at this stage.

For papers that passed the first screening, a more
detailed review was conducted, focusing on figures,
key arguments, and supporting evidence. At this stage,
particular attention was paid to whether the research
methods, datasets, and assumptions aligned with the
objectives of the SAFE-MASS framework.

The final stage involved a deep analysis of selected
papers,  critically = evaluating  methodologies,
identifying potential biases, and cross-checking
findings with existing regulatory documents (e.g.,
IMO’s MSC.1/Circ.1638). This pass ensured that the
research findings were not only relevant but also
methodologically sound and directly applicable to the
risk assessment and cybersecurity strategies of MASS.

3.2 Identification of the key dimensions and proposal of a
taxonomy to characterize sociotechnical cyber risks in
MASS

The taxonomy visually represented in Figure 1 is a
synthesis of the key dimensions identified through the
review of relevant literature. It is therefore crucial for
succeeding in this endeavor, as it delineates the
organizational structure necessary for navigating the
cybersecurity landscape of MASS. This taxonomy
serves as a foundational framework that categorizes
and articulates the interdependencies among various
components, including human factors, technological
systems, and regulatory considerations, within the
context of different LoA. By systematically organizing
these elements, the taxonomy enhances the
understanding of potential vulnerabilities and
facilitates targeted risk assessment and management
strategies.
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Figure 1. SAFE-MASS Taxonomy and Evaluation Criterias

3.2.1 Dimension 1 - System decomposition

To provide actionable insights for vessel operators,
this study uses the BIMCO (2020) as an industry
standard for identifying IT/OT vulnerabilities, forming
the basis for analyzing HMI and human factor issues
across MASS LoA. Emphasis is placed on maintaining
Confidentiality, Integrity, and Availability (CIA). Each
BIMCO-listed vulnerability was evaluated across the
IMO (2021) LoA levels, relevant IT/OT functions, and
operational domains, recognizing that some
vulnerabilities shift or vanish as autonomy evolves.
System decomposition is key in this context, breaking
down complex ship systems to assess vulnerabilities
and interdependencies among components like
navigation, communication, and automation. This
enables targeted cybersecurity assessments and
highlights how human interactions affect system
exposure.

3.2.2 Dimension 2 - LoA and consideration of MASS as
an evolving system overtime

The transition to MASS involves a step-by-step
approach through the various LoA, allowing for
adaptations in technology, regulations, and HMI (da
Conceicao et al., 2017; Liu et al., 2022). Each level of
autonomy  presents unique challenges and
opportunities (Burmeister et al, 2014). Addressing
critical aspects such as cybersecurity (Tam and Jones,
2018a), remote operation capabilities (Ramos et al.,
2020b), and the evolving role of human operators
(Mallam et al., 2020). MASS represent a future objective
for the maritime industry, following a technological
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roadmap that incorporates various LoA (Redseth et al.,
2022). This transition to MASS is not an immediate shift
but requires the maritime domain to implement and
adapt to different LoAs progressively (Poornikoo and
Qvergard, 2022).

There are numerous different standards for how to
define different LoA’s, Sheridan (1992) established a
standard based on ten levels of robotic autonomy, the
Bureau

Veritas establishes in the guidance note
NI64DTRO1E ”Guidelines for Autonomous Shipping”,
describing the transition from manual to automatic,
named AQO to A4 (Veritas, 2019). Hoem et al. (2018)
defines five distinct LoA. The conference paper titled
“Marine autonomous surface ship - Control system
configuration” by Zubowicz et al. (2019) proposes a
hierarchical LoA for MASS. Another conference paper
titled ”Characterization of Autonomy in Merchant
Ships” by Jan Redseth et al. (2018) a detailed outline
over six levels is presented. There are indeed many
standards available, SINTEF Ocean Institute and
Rodseth et al. (2022) published an article namned
”Levels of autonomy for ships” which lists seven LoAs
for MASS and there has been versions of Sheridan
(1992) definitions made that even incorporated half
levels. The role of human operators in MASS evolves
with each Level of Autonomy (LoA) (da Conceigao et
al,, 2017; Grech et al., 2008; Lyons et al., 2021). At lower
LoAs, they are actively involved in navigation and
decision-making, with human-automation teaming as
a design goal (Vianello et al., 2023), requiring deep
operational understanding and quick decision-making
skills (Lundberg and Johansson, 2021; Tolone, 2014).



As autonomy increases, operators shift to supervisory
roles, intervening only when necessary (Barosz et al.,
2020; Lundberg and Johansson, 2021), which enhances
human-robot  team  performance  (Chinchilla-
Rodriguez et al., 2018; Conner et al., 2018; Deoker et al.,
2015). This transition demands updated competencies
(Fergusson, 2022). Industry 4.0 technologies (e.g., IoT,
Big Data, Cloud Computing) enable high automation
but also challenge workforce development (Ibidapo,
2022; Nardelli, 2022; Raja Santhi and Muthuswamy,
2023; Yang and Gu, 2021). As production systems
evolve, so must organizational structures and skillsets
(Emad and Ghosh, 2023; Saniuk et al., 2023; Vermeulen
et al., 2018).

Table 1. IMO MASS levels as specified within the document
MSC.1/Circ.1638 IMO (2021).
MASS LoA / Characteristics on task control sharing

Degree one Degree two Degree three  Degree four
Ship with Remotely Remotely Fully
automated controlled ship controlled ship autonomous
processes and ~ with seafarers  without ship. The
decision onboard. The seafarers on operating
support. ship is board. The ship system of the

Seafarers are on controlled and is controlled andship is able to
board to operate operated from operated from make decisions
and control another location.another location.and determine
shipboard Seafarers are ~ There are no actions by itself
systems and available on seafarers on

functions. Some board to take ~ board.

operations may control and to

be automated  operate the

and at times be shipboard

unsupervised  systems and
but with functions.
seafarers on

board ready to

take control.

The MSC.1/Circ.1638 document (IMO, 2021), based
on the IMO’s Regulatory Scoping Exercise, defines four
LoA categories and serves as the internationally
recognized benchmark for MASS. Adopting this
standard ensures regulatory alignment. Figure 2
outlines core IMO considerations, including the
cybersecurity implications of rising autonomy. While
SOLAS addresses physical safety, it lacks specific
cybersecurity guidance, especially for remote or
autonomous operations. As LoAs advance, HMI
design must evolve accordingly, reflecting deeper
shifts in human-machine responsibility (Goerlandt,
2020; Poornikoo and Dverg’ard, 2022).

As autonomy increases, HMI must evolve to
maintain situational awareness and ensure operational
continuity (da Concei,c"ao et al., 2017).

— LoA 1-2 (Onboard Presence): At these stages, HMI
systems are designed to complement human
activities onboard, providing intuitive alerts and
visual feedback that enhance rather than
overwhelm the crew. According to insights from
the SAFE-MASS framework, avoiding issues such
as information overload or interface-induced
miscommunication is crucial.

— LoA 3 (Remote Control): The HMI must support
remote monitoring by delivering enhanced
visualizations, real-time system status updates, and
contextual feedback. These features help remote
operators maintain an accurate mental model of the
ship’s operational context despite being physically
distant.

— LoA 4 (Full Autonomy): At this stage, the HMI
should prioritize clarity, summarization of key
situational data, and streamlined alerts that allow
human intervention from the Shore Control Center
(5CC) when necessary. Ensuring that overrides are
intuitive and actionable becomes essential for
preserving safety under autonomous operations.

Cybersecurity management must evolve with each
LoA. At LoA 2, challenges involve supporting active
onboard operators, while at LoA 4, autonomous
systems must handle critical decisions independently.
This progression underscores the need for scalable,
adaptive HMI systems that align with advancing
technologies and regulatory demands (Endsley, 2017;
Veitch and Andreas Alsos, 2022).

3.2.3 Dimension 3 - IT/OT

Cybersecurity risks onboard ships are commonly
framed through the division of Information
Technology (IT) and Operational Technology (OT)
systems (Larsen and Lund, 2021). IT governs
information systems, while OT controls physical
devices (IMO, 2022). Though OT is traditionally tied to
cyber safety, its integration with IT places both under
broader cybersecurity concerns (Androjna et al., 2020).
These systems are often remotely managed and
monitored by third parties, adding layers of
complexity (Kala and Balakrishnan, 2019). Figure 2
visualizes this IT/OT interface, highlighting the
exchange of knowledge and data. Autonomous
vessels, in this context, function as massive floating
robots reliant on tightly coupled IT/OT systems
(Ramos et al., 2020b).

-

T IT/IoT

Digital infrastructure Exchange
which enables of

processing of data. knowledge and data.
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Specialised equipment
which enables
industrial operations
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Figure 2. The IT/OT intangible area (Praestegaard Larsen,
2022).

In maritime cybersecurity, the interplay between
Human Factors (HFs) and HumanMachine Interfaces
(HMI) becomes increasingly complex across LoA in
MASS (Broek et al., 2020; Pollini et al., 2022; Poornikoo
and Overg’ard, 2022; Simoes-Marques et al., 2021; Ye
et al., 2023). At lower LoAs, where human input is
prominent, HMIs must support rapid, informed
decisions through intuitive design and clear
cybersecurity alerts (Martiiez et al., 2024; Ramos et al.,
2020a,b; Ren et al, 2023). As autonomy grows,
operators shift to supervisory roles, raising concerns
about maintaining situational awareness and
cybersecurity responsiveness with reduced direct
control (Akter et al., 2022; Martiinez et al., 2024; Tam
and Jones, 2019c). At the highest LoAs, the key
challenge is ensuring effective remote monitoring and
timely human intervention (Androjna et al., 2021;
Reggiannini et al., 2019). MASS across different LoAs
demand secure communication systems to enable
timely operator response to threats (Xu et al., 2020).
Striking a balance between automation and human
input is essential for effective cybersecurity and safe
operations (Androjna et al, 2020; Chan et al.,, 2022;
Martinez et al., 2024; Poornikoo and Jvergard, 2022).
The IT/OT convergence, especially in HMI design,
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introduces distinct cybersecurity challenges at each
autonomy level (see Table 2). As autonomy increases,
human roles shift toward oversight, requiring
continuous training to manage complex, integrated
systems (Hollnagel and Woods, 2005).

Table 2. IT/OT Acceleration of complexity for increasing
autonomy within MASS.
MASS LoA / Cybersecurity challenge

Degree one Degree two Degree three Degree four
IT/OT focuses  IT/OT becomes IT/OT amplified IT/OT demands
on enhancing  critical to for all unparalleled
efficiency and  prevent operational cybersecurity
safety through unauthorized  aspects, defenses to
automation withaccess or demanding protect against
human manipulation of higher complex threats
oversight. ship controls.  cybersecurity

protection.

Integration of IT and OT The framework
emphasizes the importance of understanding how IT
systems (which manage information and data) and OT
systems (which control physical processes and
equipment) interact. As vessels become more
autonomous, the integration of these two systems
becomes critical for ensuring operational safety and
cybersecurity (Bolbot et al., 2020).

Vulnerability Assessment Evaluating IT/OT focuses
on identifying specific vulnerabilities that arise when
these systems are interconnected. For instance, cyber
threats such as data spoofing, tampering, or
unauthorized access can affect both IT and OT
environments, leading to safety risks and operational
failures (Karamperidis et al., 2021). The framework
outlines potential flaws that may emerge when these
systems overlap.

Cybersecurity ~ Strategies = The  SAFE-MASS
framework outlines cybersecurity strategies for
securing IT and OT integration, emphasizing

encrypted data exchange and secure communication
protocols. These measures become increasingly critical
as autonomy levels rise, helping to prevent
cyberattacks and ensure system integrity (Sarker,
2024a).

Regulatory Compliance Ensuring that both IT and
OT systems adhere to regulatory standards is crucial.
The framework highlights the need for compliance
with international regulations, such as those set by the
IMO, which helps standardize the safety and security
measures across both domains as technology
progresses (IMO, 2022).

Adaptation to Autonomous Operations As vessels
transition through different levels of autonomy, the
roles and functionalities of both IT and OT systems
must be evaluated and adapted accordingly (Haugli-
Sandvik et al., 2024). This includes considering how
operator interactions with these systems change as
processes become more automated, maintaining
operational integrity and safety (Endsley, 2017).
Through addressing these aspects, the SAFE-MASS
framework provides a structured approach to
understanding and managing the risks associated with
the convergence of IT and OT.

3.2.4 Dimension 4 - Location

Location provides information about where
systems and vulnerabilities are situated, specifying
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whether they are onboard the vessel, remote, or a
hybrid combination. This categorization provides
understanding where risks and problems can manifest,
which helps in designing effective mitigation strategies
and safety measures for MASS (Tam and Jones, 2019b).
The evaluation of location involves identifying and
categorizing  technological =~ components  and
vulnerabilities based on their physical or operational
presence, it is assessed through the following locations.

Onboard the Vessel This involves evaluating
systems and components that are physically located on
the ship itself.

Remote This pertains to systems that are managed
and operated from a location away from the vessel,
such as remote control centers.

Hybrid This includes scenarios where systems
involve a mix of both onboard and remote components,
which can introduce different vulnerabilities and
challenges.

By categorizing location in this way, the SAFE-
MASS framework aims to provide a thorough
understanding of where potential risks and problems
can occur, which is crucial for designing effective
mitigation strategies and safety measures for MASS

3.2.5 Dimension 5 - Human-System Interactions

This dimension focuses on the interaction between
human operators and automated systems, examining
HMI usability, efficiency, and user experience. It
assesses whether system design effectively supports
decision-making and operational control (Gauthier et
al., 2019; Liu et al., 2022; Veitch and Andreas Alsos,
2022). Human-system interactions are evaluated
through several key considerations, which assess how
operators engage with automated systems on maritime
vessels. Here are the main aspects of human-system
interactions.

Nature of Interactions This captures how operators
interact with HMI and automated systems. Measuring
the efficiency and effectiveness of these interactions,
focusing on how well the systems support human
decision-making and operational control helps in
decisions within risk assessment (Parhizkar et al,,
2022Db).

Usability and User Experience Evaluating the
usability of the systems involves looking at the
complexity of the interfaces and how they affect the
operator’s ability to manage tasks and respond to
emergencies. This includes identifying potential issues
that could arise from poor design, such as cognitive
overload or unnecessary complexity.

Training Needs Understanding the interactions also
involves recognizing the training requirements for
operators to handle automated systems effectively.
Determining if operators are adequately trained to
interact with and monitor the system, particularly
under different levels of autonomy helps identify
potential risks (Emad and Ghosh, 2023).

Situational Awareness The interaction evaluation
focuses on ensuring that operators maintain situational
awareness. Something that is of outmost importance
and means that they have a clear understanding of the
system’s status and operational context, especially in



automated or partially automated environments
(Sharma et al., 2019).

Role Adaptation As autonomy levels change, the
roles of human operators also change, from direct
control to supervisory roles (Lynch et al., 2024). This
requires an assessment of the skills and competencies
needed for operators to adjust to these evolving
responsibilities. By examining these aspects of human-
system interactions, the SAFE-MASS framework aims
to ensure that operators can interact effectively with
both autonomous and automated systems, thus
enhancing safety and operational efficiency.

3.2.6 Dimension 6 - Human Factor Problems

This section identifies specific issues that human
operators might face while interacting with automated
systems, such as cognitive overload, improper training,
or over-reliance on automation (Monsaingeon et al.,
2021). These problems are often linked to system
design and user interface complexity, which can
impact situational awareness and the ability to manage
emergencies (Hollnagel and Woods, 2005). The SAFE-
MASS framework focuses on identifying specific issues
that human operators might face while interacting with
automatic systems in MASS.

Cognitive Overload This aspect assesses whether
operators are subjected to excessive information or task
demands, which could impair their decision-making
abilities. Human factors research suggests that too
much information or rapidly changing conditions can
overwhelm operators, leading to potential mistakes or
delays in response (Parhizkar et al., 2022a).

Training and Skill Gaps The framework examines
whether operators receive adequate training to handle
the complexities of automated and semi-autonomous
systems. Issues may arise due to insufficient
understanding of system functionalities, operational
protocols, or how to manage unexpected scenarios,
which can directly impact safety and operational
efficiency (Pseftelis and Chondrokoukis, 2021).

Over-reliance on Automation As systems become
more automated, there is a risk that operators may
become overly dependent on these technologies,
leading to skill degradation (Ramos et al., 2018). The
evaluation identifies concerns related to operators
losing situational awareness and the ability to
intervene effectively when necessary.

System Usability and Design This evaluates how
well the design of human machine interfaces (HMIs)
supports user interactions. Poorly designed HMIs can
lead to misunderstandings or errors in operation,
emphasizing the need for intuitive designs that
enhance usability and reduce the potential for error
(Hoem et al., 2022).

User Experience The overall user experience is
assessed through feedback on the interactions
operators have with both automated systems and
HMIs. This includes understanding their satisfaction,
comfort level, and perceptions of safety while
operating these systems.

Emergency Management The framework looks at
how well operators are prepared to handle
emergencies, particularly under automated conditions.
Training and system design should support effective

responses to unexpected incidents, ensuring operators
can manage crises efficiently and maintain safety (Liu
et al, 2022). By evaluating these human factor
problems, the SAFE-MASS framework identifies
necessary improvements in training, system design,
and operational protocols, ensuring that human
operators can perform effectively and safely as the
maritime industry increasingly adopts autonomous
technologies.

3.2.7 Dimension 7 - Vessel Function Impacted

The SAFE-MASS framework identifies how
technological and human factors impact key vessel
functions, such as navigation, collision avoidance, and
propulsion, enabling targeted risk assessments and
prioritization of critical systems for mitigation (Liet al.,
2012; Ronca et al., 2023).

Critical Systems Identification The framework
identifies which essential functions of the vessel are
influenced by both OT and HF. This includes key
systems such as navigational controls, collision
avoidance mechanisms, propulsion systems, and
environmental controls (Gauthier et al., 2019).

Impact from Technology Vulnerabilities It
examines how vulnerabilities within IT and OT
systems can negatively impact vessel functions. For
instance, if cybersecurity threats compromise the
navigation system, this could lead to incorrect
positioning or routing decisions, potentially resulting
in hazardous situations like collisions or grounding
(Hareide et al., 2018; Rajaram et al., 2022).

Human Factor Influence The assessment also looks
at how human factors, such as operator error,
miscommunication, or cognitive overload, can disrupt
the functionality of vessel systems. Understanding
these influences can highlight vulnerabilities in
human-technology interactions that may affect overall
operational safety (Zhang et al., 2020).

Prioritization of Risks By identifying which vessel
functions are impacted by technology and human
factors, the framework allows organizations to
prioritize risk assessments. This ensures that critical
systems receive the necessary attention in terms of
security measures, training, and operational protocols
to mitigate potential disruptions (Li et al., 2024).

Adaptability and Resilience The impact evaluation
emphasizes the need for systems to be designed with
adaptability in mind. It aims to ensure that as vessel
functions become more automated, they remain
resilient, allowing for smooth transitions and
minimizing risks during operational changes or
unexpected incidents (Kim et al., 2020; Redseth et al.,
2023).

By systematically assessing the vessel functions
impacted by both technology and human factors, the
SAFE-MASS framework aids in enhancing the design,
security, and operation of maritime autonomous
systems, ensuring that operational reliability and
safety are maintained as autonomy levels increase.

3.2.8 Dimension 8 - Associated Cyber Risks

This dimension focuses on potential cyber threats
related to the identified technologies and human
interactions. It includes risks such as unauthorized
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access, data breaches, GPS spoofing, jamming, and
malware attacks. Understanding these risks is essential
for developing a comprehensive cybersecurity strategy
that ensures the secure operation of both IT and OT
systems (Karamperidis et al., 2021).

Types of Cyber Threats The framework outlines
various cyber threats that vessels face, including
unauthorized access to systems, data breaches, GPS
spoofing, jamming, and malware attacks. Recognizing
these threats is essential for developing a
comprehensive cybersecurity strategy that protects
both IT and OT systems (Androjna and Perkovic, 2021).

Impact on Vessel Operations Each identified cyber
risk is analyzed in terms of how it might disrupt vessel
operations. For example, GPS spoofing could lead to
misnavigation, while malware attacks on navigation
systems could compromise operational integrity,
posing significant safety risks (Bielawski and
Lazarowska, 2021).

Vulnerability Mapping The framework emphasizes
the importance of mapping out vulnerabilities
associated with specific technologies and human
interactions. This includes analyzing potential weak
points in IT and OT integrations that cyber threats
could exploit to gain control over or disrupt critical
vessel functions (Kim et al., 2020).

Regulatory Considerations The framework also
highlights the need to adhere to regulatory guidelines
that address cybersecurity in maritime operations. This
includes compliance with international standards set
by the IMO to ensure that vessels are equipped to
mitigate potential cyber risks effectively (Androjna et
al., 2020).

Mitigation Strategies For each associated cyber risk,
the SAFE-MASS framework suggests relevant
technological solutions and best practices. This may
include implementing redundancy systems, such as
backup communication pathways, end-to-end
encryption, and Al-based monitoring systems to
enhance resilience and ensure the secure operation of
vessel systems (Tam and Jones, 2018b).

Risk Assessment The framework advocates for
ongoing risk assessments that evaluate how emerging
cyber threats could impact autonomous shipping. By
continuously updating risk profiles and response
strategies, maritime organizations can better prepare
for and defend against potential cyber incidents (Tam
and Jones, 2019b).

Through this comprehensive examination of
associated cyber risks, the SAFE-MASS framework
provides a structured approach to enhance the
cybersecurity posture of vessels, ensuring that as
autonomy levels increase, risks are effectively
managed to maintain safety and operational integrity.

3.2.9 Dimension 9 - Organizational (Regulations)

The regulatory frameworks applicable to the
technology, HFs, and vessel operations. It includes
international maritime regulations like those set by the
IMO, which ensure that ships comply with safety and
cybersecurity standards. This regulatory perspective
helps organizations align their operations with global
best practices to enhance safety and security (Hopcraft
and Martin, 2018).
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Existing Regulatory Frameworks The framework
identifies relevant international and national
regulations that apply to MASS, such as those
established by the IMO. These regulations provide
guidelines on safety, cybersecurity, and operational
standards essential for the safe functioning of
autonomous vessels (Parlov, 2023).

Gaps in Regulations The SAFE-MASS framework
addresses gaps identified in current regulatory
documents regarding the transition to higher levels of
autonomy. The evaluation underscores areas where
existing regulations may not adequately cover the
specific challenges posed by automation or neglect
sociotechnical aspects of vessel operations. For
instance, the absence of personnel on fully autonomous
vessels raises questions about oversight and
accountability (Verdiesen et al., 2021).

Recommendations for Improvement Based on the
identified  gaps, the  framework  discusses
recommendations for amending existing regulatory
instruments to better accommodate MASS. This
includes proposing changes that take into account
human factors, technology integration, and the
evolving landscape of maritime operations as they
increase in autonomy.

Compliance and Best Practices The framework
emphasizes the importance of aligning organizational
operations with global best practices outlined in
regulatory documents. This alignment helps
organizations enhance safety and security while
ensuring that their practices reflect current
technological =~ advancements and  operational
complexities (Kanwal et al., 2022).

Legal and Jurisdictional Challenges The SAFE-
MASS framework highlights the legal and
jurisdictional challenges associated with remote
operations and how these impact regulatory
compliance. It raises awareness about the need for
clarity on the roles of remote operators and the legal
implications of operating autonomous vessels across
different jurisdictions (IMO, 2023).

Sector-Wide  Engagement The  framework
advocates increased collaboration among stakeholders,
regulatory bodies, maritime industry representatives,
and technology developers, to ensure that regulations
evolve to meet the needs of an increasingly
autonomous shipping landscape. Engaging multiple
sectors can facilitate the sharing of insights and best
practices, leading to more comprehensive and effective
regulations (Ventikos et al, 2020). By effectively
addressing these organizational and regulatory
considerations, the SAFE-MASS framework supports a
structured approach to governance in the maritime
sector, ensuring that regulations keep pace with
technological advancements and contribute to safer
and more efficient maritime operations.

3.2.10 Dimension 10 - Technological Solutions

Technological solutions are detailed in this
dimension as countermeasures for the risks identified
earlier. It includes recommendations for redundancy
systems, such as backup communication pathways,
end-to-end encryption, and Al-based monitoring
systems. These solutions are designed to address both
technical and cyber risks, ensuring that vessels



maintain operational integrity even in compromised
scenarios.

Countermeasures for Identified Risks The
framework details various technological solutions
designed to counter the cyber risks previously
identified. These measures include strategies such as
implementing redundancy systems, which ensure that
if one system fails or is compromised, alternative
systems can maintain vital operations (Olsen, 2024).

Secure Communication Protocols Creating robust
communication systems is critical. The framework
emphasizes the need for secure communication
protocols that prevent unauthorized access and
safeguard data integrity during the transmission of
information between vessel systems, especially in
remote operations (Lee and Lee, 2024; Tran et al., 2021).

End-to-End Encryption To protect sensitive data

from interception or wunauthorized access, the
framework recommends the use of end-to-end
encryption. This technology safeguards the

information being communicated between onboard
systems and external operators, making it difficult for
potential attackers to exploit vulnerabilities (Sarker,
2024a; Yaacoub et al., 2022).

Al-Based Monitoring Systems The incorporation of
Al for monitoring and responding to cyber threats is
highlighted as an essential technological solution
(Sarker, 2024b). Al can be used to detect anomalies in
system behavior or network traffic, facilitating timely
interventions and augmenting human oversight in
operational settings.

Backup Systems and Redundancies Implementing
backup communication pathways and systems ensures
continuity of operation even in adverse conditions or
following a cyber attack. The framework stresses the
importance of having alternative means of
communication and control to enhance resilience
(Sarker, 2024b; Tzavara and Vassiliadis, 2024).

Comprehensive  Cybersecurity — Strategy The
framework advocates for developing a comprehensive
cybersecurity strategy that encompasses IT and OT
systems, ensuring that security measures are
integrated throughout the technological landscape of
the vessel. This strategic approach helps organizations
address the multifaceted nature of cybersecurity risks
in a holistic manner (Stoynov and Nikolov, 2021).

Training and HMI Design In addition to
technological solutions, research underscores the
importance of designing effective HMI that enhance
operator situational awareness (Debernard et al., 2016;
Parhizkar et al., 2022b). Training programs should be
established to ensure that operators are well-prepared
to understand and manage the complexities
introduced by automated systems (Liu et al., 2022). By
incorporating these technological solutions, the SAFE-
MASS framework aims to improve the cybersecurity of
MASS, ensuring that technological advancements are
aligned with safety, operational integrity, and
regulatory compliance in the maritime domain.

4 BUILDING OF THE SAFE-MASS FRAMEWORK,
AND EXAMPLE OF USE FOR PRACTITIONERS

SAFE-MASS is a sociotechnical framework that
integrates human operators, automation, and
cybersecurity across MASS autonomy levels. At lower
LoAs, it prioritizes intuitive HMI design and real-time
alerts to support situational awareness and decision
making, while targeted training builds operator trust
and competence. By preserving manual control, the
framework ensures readiness for both routine and
emergency scenarios as autonomy progresses.

4.1 SAFE-MASS

The SAFE-MASS framework moves beyond
conventional siloed approaches by offering an
integrative taxonomy tailored to the evolving

cybersecurity demands of MASS. Developed through a
structured literature review and cross disciplinary
collaboration, SAFE-MASS integrates key perspectives
including system architecture, autonomy progression,
human factors, risk assessment, and regulatory
alignment. It draws from maritime standards,
sociotechnical research, and cybersecurity practices to
provide a comprehensive foundation for managing
risks across all levels of autonomy. As demonstrated in
figures 3 and 4, SAFE-MASS serves as a scalable
blueprint for industry-wide adoption.

Figure 3. The SAFE-MASS matrix consisting of 1728
movements within LoA for BIMCO cybersecurity target
systems, equipment and technologies.

Designed for flexibility, SAFE-MASS can be
adapted to diverse maritime contexts, allowing
stakeholders to proactively address emerging threats.
Beyond immediate mitigation, SAFEMASS fosters a
systems-thinking mindset by highlighting the
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interdependencies among human, technical, and
organizational elements. This holistic perspective is
critical for integrating advanced technologies into
existing maritime practices. As a practical tool, it
supports comprehensive evaluation of vessel
functions, operator roles, system reliability, and
cybersecurity posture. To maximize its utility,
understanding the structure of the framework,
especially the organizational dimension, is essential,
and the following section provides that detail.

The SAFE-MASS framework is accessible through
GitHub. https://github.com/bjornplarsen/SAFE-MASS

4.2 Example

To illustrate the practical application of the SAFE-
MASS framework, we will explore how it can be
applied to Integrated Navigation Systems (INS) as a
vessel transitions from LoA 1 to LoA 4. This detailed
walkthrough highlights the evolving cybersecurity
risks, human-system interactions, and technological
adaptations at each stage of autonomy, providing a
comprehensive view of how SAFE-MASS guides risk
assessment.

421 LoA1- Automated Processes with Human
Operators Onboard

At LoA 1, vessels operate with crews supported by
automated systems for navigation, collision avoidance,
and situational awareness. The goal is to enhance

human decisionmaking while keeping manual control.
Cyber threats mainly target data integrity and system
availability,  including GPS  spoofing, data
manipulation, and  communication  breaches.
Operators depend on automation but must stay alert to
anomalies, with cognitive overload being a major risk
due to the need to monitor multiple systems. The
SAFE-MASS framework advises redundant critical
systems, secure communications, and user-friendly
HMlIs to reduce overload and improve awareness.
Training emphasizes trust in automation, interpreting
alerts, and regaining manual control when needed..

4.2.2 LoA 2 - Semi-Autonomous Operations with
Minimal Human Supervision

At LoA 2, some operations are automated, with
crew onboard but less involved in routine navigation.
Humans intervene only when needed, shifting to
supervisory roles. This increased automation brings
risks to system integrity and remote access, as attackers
may exploit decision-support systems or manipulate
data. Over-reliance on automation can reduce
situational awareness. Operators need new skills to
monitor systems and respond to alerts. The SAFE-
MASS framework recommends intuitive HMIs for
quick status understanding and real-time data
validation to ensure integrity. Training focuses on
supervisory skills, enabling effective monitoring and
timely intervention during failures or anomalies.

BIMCO - Cyber security Target systems, equipment and technologies
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(Guo etal., 2022: IMO, 2021: Utne
et al.. 2020).

The inability to directly observe and
control the vessel may increase
cognitive workload, requiring
operators to process and interpret
data trom various systems in real
time (Ramos et al., 2020a; Utne et
al.. 2020).

[Without physical presence on the
vessel, remote operators must
respond to alarms or anomalies
trom a distance, which may delay
real-time actions in case of

The core functions impacted include
navigation, propulsion control, and
safety management. Loss of
communication of control dueto a

This level introduces significant fisks.
such as man-in-the-middle attacks,
signal jamming. or control system
takeovers. The lack of human

could

makes physical

Adherence to the IMO's Maritime
Cyber Risk Management guidelines
(MSC-FAL. 1/Circ.3) is critical.
Additionally, redundancy in
communication systems and robust

or

leaving the

system This
dependency on automated alerts
reduces human flexibility in reacting
o unforeseen issues (Ramos etal..
2020a; Utne et al., 2020)

DEGRE

is . all
recovery must happen through
remote channels, which can be
ditficult # attackers disrupt IT or OT
tunctions simultaneously (IMO,
2021; Ko and Song. 2021).

E FOUR

vessel highly cyber-
attacks, remote hijacking, or
spoofing of communication
channels (Goerlandt, 2020; Munim
and Haralambides, 2022).

protocols must be
enforced to prevent unauthorized

A multi-layered defense approach is
essential, including encrypted
communication channels, real-time
anomaly detection, and network
segmentation to isolate operational
and information systems. Al-driven
security monitoring and enhanced

access. Regy y

also consider incident response
plans for remotely operated ships,
including shore-based cybersecurity
measures (Johansson etal., 2023;
Kanwal et al., 2022; Stoynov and
Nikolov, 2021).

etect and respond to any cyber
incidents in real-time (Humayun et
al., 2020; Longo et al., 2022;
Munim and Haralambides, 2022).

/ot

Location

Human-System Interactions

risks

[w....nm. problems
W

jcal Soluth

In fully

ships. the
vulnerability primarity affects OT, as
the ship's systems independently
manage navigation, propulsion, and
communication. However, IT s also
critical because autonomous.
decision-making systems rely on
algorithms, sensors, and data from
exteral sources (Akpan etal., 2022;
Ramos et al.. 2020b: Zhou et al..
2021).

s both onboard and
remote. Onboard systems must
autonomously detect, process. and
respond to operational changes,
\while remote montoring systems
must verify and audit decisions made
by system.

[With full autonomy, human
operators only intervene during
system audits or rare crisis scenarios.

juman involvement in fully
autonomous systems typically
comes into play during remote

% Ision, collision
avoidance, and

Vessels are highly
attacks

The regulatory frameworks for fully

monitoring are completely

This minimizes direct
interaction, but it introduces
problems related to trustin the

tack in

The
lack of continuous human oversight
can lead to issues when the system

Weaknesses in ether can be
exploited by cyber attackers (Munim
and Haralambides, 2022; Refsdal et
al..2015).

decision-making processes, and
in situational

unforeseen problems,
such as novel cyber threats or

awareness from afar (Pachizkar et al..
2022; Ramos etal.. 2020b)

conditions not
accounted for by the algorithms.
(Lynch etal., 2024).

onthe
systems. A failure in the system's
decision-making capability due to 2
cyber-attack or sensor spoofing
could lead to collisions, grounding.
or environmental incidents (Kanwal
et al., 2022; Kim et al., 2022; Munim
and Haralambides, 2022).

such as data manipulation, sensor

vessels mustinclude
rigorous testing and validation of

Stiong Al-driven cybersecurity
mechanisms, such as machine
tearning-based intrusion detection,

spoofing, and Al-based attacks

b

adv datato

mistead

cyber risk

systems.
should also include self-healing

algorithms. Additionally, malware or
ransomware attacks on thevessel’s
IT/OT systems could lead to total
loss of control (Ben Farah etal.,
2022: Sarker, 2024b; Tam and
Jones, 2018)

mustbe
upheld, and there should be
international coordination to handle
incidents affecting autonomous
vessels. Or mustalso

atter
an attack. End-to-end encryption of
all data traftic and highly
sophisticated backup

channels must be

implement regulations around
liability in the event of cyber-related
incidents (Kanwal et al., 2022: Lynch
et al., 2023; World Maritime

University, 2019},

implemented to maintain control
integrity (Sarker, 2024b).

Figure 4. An example of how the SAFE-MASS evolves Intergrated Communication Systems from LoA1 to LoA4
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4.2.3 LoA 3 - Remotely Controlled Operations with No
Crew Onboard

At LoA 3, vessels are remotely operated from a
Shore Control Center (SCC) with no crew onboard,
making communication and system integrity vital. Key
risks include communication loss, signal interception,
and remote manipulation. Attacks on communication
channels can cause control loss or misread navigational
data. Operators must maintain situational awareness
from a distance, supported by HMIs that provide clear,
comprehensive data. The SAFE-MASS framework
recommends encrypted communication, real-time
monitoring, and Al-based anomaly detection. Training
focuses on remote operation skills, including
managing data latency, communication delays, and
complex remote interactions.

424 LoA 4 - Fully Autonomous Operations with
Minimal Human Intervention

At LoA 4, in fully autonomous operations, the
vessel navigates and manages itself without onboard
crew, with minimal human oversight through remote
intervention. This autonomy introduces sophisticated
threats like Al manipulation, sensor spoofing, and
system-wide cyberattacks targeting decision-making.
Systems must be resilient and self-sufficient. Human
involvement centers on monitoring system health and
responding to critical alerts. HMIs must provide clear
summaries and escalate issues effectively. The SAFE-
MASS framework recommends Al-driven
cybersecurity (e.g., self-healing, Al-based threat
detection), strong system redundancy, and integrated
anomaly detection. Training focuses on emergency
interventions, understanding autonomy limits, and
remote cyber incident response.

4.2.5 Conclusion of the Example

The SAFE-MASS framework offers a structured
pathway for addressing the diverse challenges faced by
INS as vessels transition through different LoA. By
systematically identifying cybersecurity threats,
human factors, and technological solutions, SAFE-
MASS ensures that risks are mitigated at each stage of
automation. The framework provides guidance on the
design and implementation of secure systems, training
programs, and operational protocols, ultimately
facilitating the safe integration of autonomous
technologies in the maritime sector.

4.3 Usage

The SAFE-MASS framework offers a comprehensive,
multidimensional approach to addressing the
sociotechnical challenges of MASS, enhancing
cybersecurity, safety, and operational efficiency. It
supports the progression from LoA 1 (automated with
crew) to LoA 4 (fully autonomous) by guiding the
development of HMI, HF practices, and regulatory
compliance. As operations become more remote,
SAFE-MASS emphasizes secure communication, real-
time situational awareness, and operator training to
manage challenges such as data latency and cognitive
workload.

At full autonomy, the framework highlights the
need for Al-driven cybersecurity, resilient systems,

and continued human oversight from Remote
Operations Center (ROC). It promotes redundancy,
encryption, and effective alert mechanisms to counter
threats like GPS spoofing and data manipulation.
SAFE-MASS also adapts to the four operational modes:
Onboard (crew-operated), Hybrid (remotely controlled
with onboard crew), Remote (fully controlled from an
ROC), and Auto (fully autonomous with no human
input). Each mode presents unique vulnerabilities that
shift with increasing autonomy, requiring tailored
mitigation strategies.

In early autonomy levels (LoA 1-2), the focus is on
reducing fatigue and human error through workload
management. At higher levels (LoA 3-4), the
framework supports protocols that prevent cognitive
overload and guide emergency response through well
designed interfaces and automated support systems.
Human-centered design, iterative development, and
continuous training ensure that operators can
intervene effectively across all autonomy levels.

As a practical and adaptable tool, SAFE-MASS
enables maritime stakeholders to assess and manage
cybersecurity risks while aligning human and
technological capabilities. Its flexible structure allows
customization for various operational needs, making it
a valuable resource for improving resilience and
ensuring safe adoption of autonomous technologies
across the maritime industry.

4.3.1 System Providers

System providers can utilize the SAFE-MASS
matrix as a blueprint for designing and developing
security features in autonomous systems. By
understanding the different Levels of Autonomy (LoA)
defined in the framework, providers can assess which
vulnerabilities are pertinent to their technologies and
address these in the design phase. The framework
emphasizes the importance of human factors and
operational contexts, enabling providers to create user
interfaces that enhance operator decision-making and
situational awareness, thus reducing the likelihood of
human error. System providers can also use the SAFE-
MASS framework to ensure that their products comply
with industry regulations and standards. This
proactive approach can streamline the certification
process and position the provider as a leader in
cybersecurity solutions in the maritime sector.

4.3.2 Vessel Managers

Vessel managers can implement the SAFE-MASS
framework to conduct thorough risk assessments that
integrate both technological systems and human
factors. By applying the framework, they can identify
specific vulnerabilities associated with their vessels’
autonomous systems and develop tailored mitigation
strategies. The SAFEMASS framework underscores the
significance of training programs that enhance crew
proficiency in handling both automated and manual
operations. Vessel managers can use the framework to
design training initiatives that prepare their staff for
emergencies, ensuring smooth operations even during
high-pressure situations. The framework provides
guidance on developing operational protocols that
account for varying levels of autonomy. This ensures
that vessel managers can create clear procedures for
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transitioning between automated and manual control,
thereby enhancing safety and compliance.

4.3.3 Ship Classification Auditors

Ship classification auditors can utilize the SAFE-
MASS framework as a comprehensive assessment tool
to evaluate vessels against cybersecurity and safety
standards. The modular structure allows auditors to
examine each component of the vessel’s systems and
operations, thereby ensuring compliance with
international and national regulatory guidelines. By
referencing the matrix and the associated best practices
outlined in the SAFE-MASS framework, auditors can
provide actionable recommendations to ship
operators. This can help highlight areas for
improvement, enhance overall cybersecurity
measures, and ensure a holistic approach to maritime
safety. The framework encourages a cycle of
continuous feedback and improvement, allowing
auditors to assist organizations in adapting to
emerging technologies and evolving cyber threats as
MASS capabilities advance.

5 DISCUSSION

This research fills a critical gap by introducing a
comprehensive sociotechnical framework, the SAFE-
MASS, tailored to the cybersecurity challenges of
MASS. Traditional maritime risk management has
largely focused on technical measures such as
encryption and redundancy, often overlooking HFs
and HMI design. SAFE-MASS addresses this
imbalance by integrating these elements into the core
of cybersecurity strategies, ensuring human oversight
remains central even as autonomy increases. The
framework identifies specific vulnerabilities and risks
associated with each LoA, offering a roadmap for
implementing  targeted countermeasures. This
approach bridges the gap between technology-centric
solutions and human-centered resilience, promoting
not only technical security but also operational safety.
Its sociotechnical orientation ensures that transitions
across LoA’s are systematic, building on a foundation
that enhances situational awareness, system integrity,
and trust in automation.

Beyond the core framework, several additional
considerations are critical. Autonomous navigation
depends entirely on sensor and GPS data, making it
vulnerable to spoofing or tampering, which could lead
to misinterpretation or unsafe maneuvers. Ensuring
the authenticity and integrity of this data is therefore
vital. As autonomy increases, particularly at LoA 4
where no crew are onboard, cybersecurity risks
intensify. Remote control systems must be secured
against threats such as signal interception, data
manipulation, and unauthorized access. The
integration of OT and IT systems introduces further
complexity. OT systems, once isolated, are now
networked for remote monitoring and maintenance,
requiring robust cybersecurity measures to maintain
operational safety. Additionally, human operators,
whether onboard or remote, must receive updated
cybersecurity training, including threat recognition
and incident response.
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Effective HMI design is also essential. As human
roles shift from direct control to supervisory oversight,
interfaces must support situational awareness and
enable rapid response to incidents. Research is needed
to optimize these interfaces and strengthen human-
machine collaboration as autonomy advances. Remote
controlled and autonomous vessels are especially
exposed to risks like signal disruption or spoofing. This
underscores the importance of fault-tolerant
communication systems and secure control protocols
to prevent operational failure. Regulatory standards
must evolve to address these challenges across all
autonomy levels, as current frameworks remain
insufficiently prepared for the full scope of MASS
operations.

Looking forward, the SAFE-MASS framework can
serve as a foundation for establishing industry-wide
cybersecurity benchmarks. Its integration into
regulatory guidelines and design standards can help
the maritime sector adopt a comprehensive and
forward-looking approach to secure, resilient, and
scalable autonomous operations.

5.1 Positioning the SAFE-MASS Framework

The SAFE-MASS risk assessment framework presents
a comprehensive approach to addressing the
cybersecurity challenges faced by MASS. Unlike
existing frameworks, such as the BIMCO guidelines
and the IMO Maritime Safety Committee
recommendations, SAFE-MASS not only emphasizes
technical and regulatory components but also
integrates sociotechnical aspects crucial for managing
the complexities of increasing autonomy in maritime
operations.

While the BIMCO guidelines (BIMCO, 2020) offer
practical guidance for implementing cybersecurity
measures, they primarily focus on risk assessments and
mitigation strategies without adequately addressing
the interplay between human oversight, remote
operations, and automated decision-making. The
limitations highlighted in this document underscore
the shortfalls of current frameworks, which tend to
overlook the evolving nature of human-machine
interactions and the cognitive workload of operators in
autonomous environments. By explicitly incorporating
human factors into its risk assessment methodology,
SAFE-MASS aims to bridge this gap and provide a
more holistic evaluation of vulnerabilities.

Moreover, the existing literature reflects a tendency
to focus on compliance and general safety principles,
often neglecting the dynamic risk landscape posed by
the progressive automation of maritime systems.
While frameworks like MaCRA (Tam and Jones, 2019b)
and CERP (Erstad et al., 2023) contribute to risk
assessment methodologies, they may be outdated or
primarily applicable to manned operations, limiting
their relevance to the rapidly evolving field of MASS.
Fenton and Chapsos (2023) primarily focuses on
compliance, technical safeguards, and cybersecurity
protocols without fully incorporating the complex
interplay between human factors, operational context,
and evolving legal definitions.

SAFE-MASS also surpasses the Emad and Ghosh
(2023) MET framework by offering a more
comprehensive sociotechnical approach that explicitly



integrates human factors, regulatory alignment, and
evolving maritime autonomy levels. While MET
primarily focuses on technical risk assessment, SAFE-
MASS addresses the dynamic interplay between
operators, automation, and cybersecurity threats
across all LoA.

This positions SAFE-MASS not merely as an
academic construct but as an operational enabler for
maritime stakeholders who must navigate increasingly
complex cyber-risk environments.

5.2 Limitations and Perspectives of the Research

Despite its comprehensive nature, the SAFE-MASS
framework is not without limitations. One primary
limitation is the reliance on existing data and literature,
which may not fully capture the emergent risks
associated with novel technologies and operational
paradigms in autonomous shipping. Therefore,
continuous updates and real-world case studies will be
crucial to ensuring the adaptability and relevance of
the framework.

While SAFE-MASS offers a structured approach to
risk assessment, its implementation in diverse
maritime contexts may face challenges due to varying
regulatory environments and operational practices
across different regions. The framework’s adaptability
to unique maritime operations will require
collaborative efforts among stakeholders, including
regulatory bodies, industry operators, and researchers.
Looking forward, the SAFE-MASS framework presents
several research opportunities and perspectives.
Future studies could focus on validating and refining
the framework through empirical research and case
analyses of specific MASS implementations.
Additionally, exploring the integration of emerging
technologies such as Al and machine learning in the
framework could enhance its predictive capabilities
and responsiveness to evolving cyber threats.

In conclusion, the SAFE-MASS risk assessment
framework seeks to advance the discourse in maritime
cybersecurity by addressing limitations found in
existing literature and offering a dynamic, integrated
approach that emphasizes the critical interaction
between technological systems and human operators.
Through continuous iteration and stakeholder
engagement, the framework intends to adapt and
evolve with the needs of the maritime industry,
fostering a more secure and resilient operational
environment for autonomous vessels.

6 ETHICAL CONSIDERATIONS

Ethical principles provide a foundational framework
for assessing the acceptability of research practices,
particularly in the context of Maritime Autonomous
Surface Ships (MASS) research. These principles are
shaped by individual moral beliefs, regulatory
frameworks, and sociocultural norms (Hamburg and
Grosch, 2017). As the research landscape evolves,
especially within cybersecurity and maritime
autonomy, the necessity for stringent ethical guidelines
becomes more pronounced (Navalta et al., 2019). This
is particularly crucial given the integration of IT and
OT within MASS, where ethical challenges intersect

with  technological advancements (Praestegaard
Larsen, 2024).

The authors confirm that there are no known
disputes regarding intellectual property rights

associated with this research. Additionally, all data and
findings presented in this work adhere to established
best practices for citation, acknowledgment, and
ethical dissemination of research outcomes.
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