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ABSTRACT: While a system‐theoretic approach to the safety analysis of innovative socio‐technical systems
gains a growing acceptance among academia, safety issues of Maritime Autonomous Surface Ships (MASS)
remain largely unexplored. Therefore, we applied a System‐Theoretic Process Analysis to develop and analyze
a preliminary model of the unmanned shipping system in order to elaborate safety recommendations for future
developers of the actual system. Results indicate that certain advancements shall be undertaken in relation to
MASS’ software solutions in particular.

1 INTRODUCTION
The concept of unmanned shipping has been
developing since 1970s, but it gained a considerable
momentum in the second decade of 21st century,
when several R&D projects have been funded to
explore its feasibility.
Among these, the most notable are Maritime
Unmanned Navigation through Intelligence in
Networks (MUNIN) (Burmeister, Bruhn, and Walther
2015),
Advanced
Autonomous
Waterborne
Application Initiative (AAWA)(Wróbel, Montewka,
and Kujala 2018b, 2018a), as well as several projects
carried out by privately‐owned companies.
It has been generally acknowledged that technical
and organizational revolution of shifting merchant
vessels’ control from their crews to shore‐based
facilities or on‐board computers will influence safety
in multiple ways (Nautilus Federation 2018; Ramos et
al. 2018; Utne, Schjølberg, and Roe 2019; Rødseth and
Burmeister
2015).
Nevertheless,
due
to
unquestionable innovativeness of the concept and
lack of full‐scale prototypes operating in a real

environment, a comprehensive safety evaluation of
the concept could not be performed to date (Thieme,
Utne, and Haugen 2018), particularly in a quantitative
manner.
In an attempt to bridge this gap, we applied a
System‐Theoretic Process Analysis (STPA), a tool
developed to analyze safety of large socio‐technical
systems regardless their development phase. It is
based on the assumption that safety is not a value to
be assessed but rather a feature to be controlled.
Therefore, some principles of control engineering can
be applied to model safety (Leveson 2011). STPA and
related methods have previously been applied in
various domains, including automated driving
systems (Abdulkhaleq et al. 2018), aeronautics
(Allison et al. 2017; Lower, Magott, and Skorupski
2018), maritime accidents’ analysis (Filho, Jun, and
Waterson 2019; Kim, Nazir, and Øvergård 2016) and
maritime safety management (Valdez Banda and
Goerlandt 2018). Its versatility made it a perfect
candidate for conducting a safety analysis of a system
still being under development at the time.
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2 MATERIALS AND METHODS
A system‐theoretic, holistic insight has originally been
developed to address safety issues regardless
organizational levels to which they relate, from top
management through individual operators or
actuators. By that, control over hazards in each point
of the systemʹs structure would be ensured (Kee et al.
2017; Leveson 2011). Within this approach, known as
System‐Theoretic Accident Model and Process
(STAMP), it is not unreliability of particular
components of the system in question but inadequacy
of interactions between them that leads to accidents.
Such interactions must be executed in an adequate,
controlled manner which will ensure that the whole
system maintains its safety pre‐conditions (Kazaras,
Kontogiannis, and Kirytopoulos 2014). Therefore,
violation of safety constraints that shall be enforced
on the system might develop a hazard (a system state
or set of conditions that, together with a particular set
of worst‐case conditions, will lead to an accident)
(Leveson 2011). Conditions that could in fact result in
a hazard are investigated and ideas on how to
mitigate them are explored. It is however
recommended to renounce any quantitative research
activity including risk calculation (Bjerga, Aven, and
Zio 2016), mostly due to a potential lack of sufficiently
reliable data, which is particularly apparent in initial
phases of system development.
The above considerations are in line with Safety‐II
approach that focuses on making entire socio‐
technical systems capable of succeeding (in safety
terms) under any circumstances (Hollnagel 2014).
Therein, safety should be rooted in the system from
its earliest design phases and throughout operation
until decommissioning. STAMP and related tools
(including STPA) are said to be more effective in
achieving this goal (Altabbakh et al. 2014) than
previously applied methods, including quantitative
ones. With reference to unmanned shipping as an
emergent technology, system‐theoretic approach

gives an opportunity to both perform a proactive
safety analysis as well as assess its feasibility in this
aspect. The latter could only be attained some period
after unmanned vesselsʹ implementation when the
outcome could be validated, for instance through
reality check or benchmarking (Goerlandt, Khakzad,
and Reniers 2017).
Before the STPA could be performed, hazards to
which it can be exposed are listed as well as safety‐
related interactions between its components being
modelled and visualized through safety control
structure (see Figure 1, depicting a generalized STPA
procedure).
Thence, an identification of potentially inadequate
interactions (control actions or feedback) between
system’s components is carried out. Those can occur
because:
1 A control action required for safety is not provided
or not followed;
2 A control action is provided in an unsafe manner;
3 A potentially safe control action is provided at the
wrong time or in the wrong sequence;
4 A control action required for safety is stopped too
soon or applied too long (Leveson 2011).
Subsequently, ways in which unsafe control action
could occur are investigated. This consists of an
examination of system’s control loops in order to
determine what factors could cause it to be
inadequate and how. Furthermore, hazard mitigation
measures can be elaborated at this stage, which is of
particular significance from safety‐driven design
point of view. Therein, cooperation between system
developers and safety analysts is iteratively utilized
to design an ever‐safe system (Fleming and Leveson
2015). When multiple controllers influence one
component, particular attention must be paid to all
relevant control loops so as to eliminate potential
coordination problems.

Figure 1. STPA standardized procedure, inspired by (Leveson and Thomas 2018)

718

The analysis presented in this paper is based on
publicly available data pertaining to unmanned ships’
system concept (Porathe, Prison, and Man 2014;
Rødseth and Tjora 2014; Van Den Boogaard et al.
2016; Porathe 2016; Hogg and Ghosh 2016; Burmeister
et al. 2014). These have been reviewed and compiled
into a model of system safety control structure in line
with STPA’s principles. Therein developed model has
been consulted with experts involved in R&D projects
related to MASS. Thence, the proper part of STPA has
been performed with identification of hazards, control
actions and potential hazard mitigation measures. The
herein‐described analysis has been performed for a
concept of fully‐autonomous merchant vessel. Such a
ship is expected to navigate herself without a direct
control of shore‐based operator and conduct all
shipborne processes based on pre‐programmed
algorithms of artificial intelligence.
Additionally, uncertainties pertaining to the
analysis have been analyzed as postulated in
(Goerlandt and Reniers 2016; Bjerga, Aven, and Zio
2016).
The analysis procedure is outlined in Figure 2.

Figure 2. System‐Theoretic Process Analysis outline as
performed

3 MODEL AND RESULTS
The high‐level safety control structure of fully‐
autonomous merchant vessel is given in Figure 3
while the list of identified hazards to which an
autonomous merchant vessel can be susceptible is
given in Table 1.
As can be seen in Table 1, most of the hazards are
related to mechanical failures and dangerous physical
interactions of an autonomous ship with other objects.
Nevertheless, these can result from all different kinds
of inadequacies of control actions, just to name
improper safety culture implemented within a
shipping company.
Thence, recommendations for future systems’
developers have been elaborated, pertaining to
potential ways of mitigating hazards. These are also

referred to as mitigation measures. Their full list is
given in (Wróbel, Montewka, and Kujala 2018b),
while Figure 4 depicts their summary.
As can be seen in Table 1, most of the hazards are
related to mechanical failures and dangerous physical
interactions of an autonomous ship with other objects.
Nevertheless, these can result from all different kinds
of inadequacies of control actions, just to name
improper safety culture implemented within a
shipping company.
Table
1. List of hazards
_______________________________________________
#_______________________________________________
Description of hazard
1
Physical hazards
_______________________________________________
1.1

Vessel collides with another ship, runs into element
of infrastructure or damages other man‐made objects
1.2 Vessel is incapable of properly containing dangerous
chemicals or energy
1.3 Vessel causes death or injury to persons accidentally
or illegally occupying her compartments
1.4 System does not detect a distress situation
1.5 Vessel loses her cargo at sea
1.6 Vessel is unable to maintain proper cargo stowage
conditions
1.7 Vessel runs aground
1.8 Vessel suffers from propulsion/steering failure
1.9 Vessel’s navigational capabilities are impaired by
weather conditions
1.10 Vessel suffers from loss of stability
1.11 Vessel suffers from flooding
1.12 Vessel suffers from fire or explosion
1.13 Vessel suffers from loss of structural integrity
1.14 Vessel suffers from loss of power supply
1.15 System causes other vessel to ground, run into
element of infrastructure or damage other man‐made
objects
_______________________________________________
2_______________________________________________
Organizational hazards
2.1
2.2
2.3
2.4

Contact with the vessel cannot be established
Vessel is denied passage due to security concerns
Vessel contributes to delay of other ships’ traffic
Vessel violates international or coastal state’s
regulations
2.5 System’s communication subsystem unintentionally
interferes with other assets
_______________________________________________
3_______________________________________________
Environmental hazards
3.1

Vessel is unable to maintain integrity of tanks
containing oils or oily mixtures
3.2 Vessel is unable to maintain proper fuel combustion
parameters
3.3 Vessel is incapable of properly containing dangerous
chemicals or energy
_______________________________________________

Thence, recommendations for future systems’
developers have been elaborated, pertaining to
potential ways of mitigating hazards. These are also
referred to as mitigation measures. Their full list is
given in (Wróbel, Montewka, and Kujala 2018b),
while Figure 4 depicts their summary.

719

Figure 3. High‐level safety control structure of fully‐autonomous merchant vessel system

Figure 4. Summary of hazard mitigation measures for Maritime Autonomous Surface Ships
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Figure 5. Results of uncertainty assessment

The relevant mitigation measures have been
structured into three categories: those pertaining to
liveware, software and hardware. As can be seen in
Figure 4, the number of suggested solutions is
significant, particularly for the shore‐side part of the
system.
Furthermore, results’ uncertainties have been
evaluated according to the method introduced in
(Flage and Aven 2009) and refined in (Wróbel,
Montewka, and Kujala 2018b). The uncertainties
pertaining to background knowledge supporting any
given mitigation measure implementation has been
assessed as either significant, moderate or minor. The
results of this part of study are given in Figure 5.

Despite the autonomous merchant vessels being
expected to operate with no crew on board, stating
that human factor will be removed from the system is
misguiding. In fact, human operators will remain in
loop one way or another through design, fleet
management, remote supervision or control tasks
(Kobyliński 2018; Ahvenjärvi 2016). The number of
mitigation measures involving liveware is significant
and applicable to all aspects of MASS operation, and
organizational environment in particular.

The mitigation measures related to software
solutions can be characterized as more uncertain than
others. This can result from a fact that autonomous
vessels would operate based on innovative software,
perhaps including artificial intelligence, development
of which is still ongoing with promising results.
Similar issues had been encountered during the
development of driverless cars (Waldrop 2015).
Meanwhile, the use of same hardware solutions as in
manned shipping is expected which brings about a
limited uncertainty.

Although the number of mitigation measures
involving software solutions is comparable to these of
hardware, it must be noted that software is likely to
have much greater influence on autonomous ships’
safety performance than it has on today’s merchant
vessels (Lloyd’s Register 2017; Komianos 2018; Man et
al. 2018). Virtually all components of the system will
rely on software to the extent that cannot be
determined at the point. The fact that some significant
uncertainties have been identified pertaining to
software solutions feasibility, a further, more
comprehensive study on this matter is required
(Thieme, Utne, and Haugen 2018). Close cooperation
between systems’ developers, researchers and
practitioners such as seafarers may be extremely
beneficial in this matter.

4 DISCUSSION

5 CONCLUSIONS

Throughout
the
analysis,
some
high‐level
recommendations on MASS safety solutions have
been elaborated and assessed with relation to the
uncertainties potentially affecting the feasibility of
their implementation. As can be seen in Figure 4, such
recommendations can be applied to almost any aspect
of MASS operation ranging from organizational
factors through environment sensing.

An application of a qualitative, systemic method
instead of quantitative ones to analyze safety issues of
autonomous merchant vessel allowed for obtaining a
high‐level, universally applicable results. These do
not depend on the actual design of MASS system
which is still being developed by various industry
actors, but should rather be considered as general
guidelines for the developers of such systems.
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As opposed to quantitative sets of safety
assessment methods, no determination of safety of
risk values has been performed as these are believed
to be misleading (Leveson 2011) or unnecessary
(Condamin, Louisot, and Naïm 2007). Instead, some
general recommendations have been elaborated on
how to ensure that MASS system retains safety as its
feature in any conditions. Nevertheless, the results
must be considered incomplete as these pertain to
some idealistic model of autonomous ship systems
retrieved from publicly available materials.
Nevertheless, they can be validated as soon as the
concept of autonomous shipping enters a full‐scale
implementation phase.
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