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ABSTRACT: The probabilistic general model of critical infrastructure accident consequences including three
models of the process of the initiating events generated by a critical infrastructure accident, the process of the
environment threats and the process of environment degradation is created and adopted to the maritime
transport critical infrastructure understood as a ship network operating at the sea waters and then applied to
accident consequences modeling, identification and to these consequences optimization and mitigation.

1 INTRODUCTION

The general semi-Markov model of critical
infrastructure accident consequences including the
superposition of three models, the process of the
initiating events generated by a critical infrastructure
accident, the process of the environment threats and
the process of environment degradation, is designed
and then adopted to the maritime transport critical
infrastructure. The proposed model, methods and
tools are applied to this critical infrastructure accident
with chemical release consequences modeling and
identification, on the basis of the statistical data
coming from reports of chemical accidents at the
Baltic Sea and world sea waters, and prediction. The
model also includes the cost analysis of losses
associated with those consequences of chemical
releases. Further, under the assumption of the stress
of weather influence on the ship operation condition
in the form of maritime storm and/or other hard sea
conditions existence, critical infrastructure accident
consequences are examined and the results are
compared with the previous ones. Finally, the critical
infrastructure accident losses optimization is

performed and practical suggestions and procedures
of these losses mitigation are given.

2 GENERAL MODEL OF CRITICAL
INFRASTRUCTURE ACCIDENT
CONSEQUENCES

The general model of a critical infrastructure accident
consequences including the process of initiating
events, the process of environment threats and the
process of environment degradation is designed and
described in detail in (Bogalecka & Kotowrocki 2016,
2017d, 2018a).

2.1 Process of initiating events

We assume, as in (Bogalecka & Kotowrocki 2017a, d)
that the process of initiating events is taking @, @ € N,
different initiating events states el,¢?,...,e%. Next, we
mark by E(t), t e <0,+»), the process of initiating
events, that is a function of a continuous variable ¢,
taking discrete values in the set {ele?...,e? of the
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initiating events states. We assume a semi-Markov
model (Grabski 2015, Kotowrocki 2014, Kotowrocki &
Soszynska-Budny 2011, Limnios & Oprisan 2005,
Macci 2008, Mercier 2008) of the process of initiating
events E(t), and we mark by ¢ its random
conditional sojourn times at the initiating events
states ¢, when its next initiating events state is e/,
Li=12,...,0l1=#].

Under these assumption, the process of initiating
events may be described by the vector [p/(0)]ixe of
probabilities of the process of initiating events staying
at the particular initiating events states at the initial
moment ¢ =0, the matrix [p'(t)]exwo of probabilities of
transitions between the initiating events states and the
matrix [Hi(#)]oe of the distribution functions of the
conditional sojourn times &/ of the process E(f) at the
initiating events states or equivalently by the matrix
[Mi(t)]exo of the density functions of the conditional
sojourn times &/, I,j=1,2,...,@, 1 #] of the process of
initiating events at the initiating events states.

The approximate limit values of transient
probabilities p!, [=1,2,...,® at the particular states of
the process of initiating events given by (3) in
(Bogalecka & Kotowrocki 2017d) can be either
calculated analytically using the above parameters of
the process of initiating events or evaluated
approximately by experts (Bogalecka & Kotowrocki
2017a, 2018a).

2.2 Process of environment threats

We assume, as in (Bogalecka & Kotowrocki 2017b, d)
that the process of environment threats of the sub-
region Dk, k=1,2,...,n3, is taking Uk, Uk e N, different
states of environment threats s(k),Si),.- Sy Next,
we mark by Swi(t), te<0,+), k=1,2,...,n3, [=12,...,0,
the process of environment threats of the sub- -region
Dy, k=1,2,...,n3 while the process of initiating events
E(t) is at the state €/, [ = 1,2,...,. The process San(t) is a
function defined on the time interval t e <0,+w)
depending on the states of the process of initiating
events E(t) and taking discrete values in the set
{S(k/|),s(k/|), S(k”)} of the environment threats
states. We assume a semi-Markov model (Grabski
2015, Kotowrocki 2014, Kotowrocki & Soszynska-
Budny 2011, Limnios & Oprisan 2005, Macci 2008,
Mercier 2008) of the process of environment threats
Sen(t) and we mark by ik ny its random conditional
50]0urn times at the states S(k/|), when its next state
is S(k”), i,j=12,...,0ni2),k=12,.,n31=12,.

Under these assumption, the process of
environment threats Swi(t), for each sub-region Dk,
k=1,2,...,n3, may be described by the vector
[p(k /|)(0)]1XUk of initial probabilities of the process of
environment  threats staying at  particular
environment threats states at the initial moment ¢ =0,
the matrix [pg, /oo Of probabilities of trans1t10ns
between the environment threats states S(k/|) and
stn, and the matrix /,)(t) bxw, Of the
dlstrlbutlon functions of the con((iltronal sojourn times
77(k m of the process Swn(t) at the environment threats
states or equivalently by the matrix [h(k /I)(t)]UkXUk of
the density functions of the conditional sojourn times
77(k/|)» Lj=12,..,0 i#j, k=12,...,n3, 1=12,...,0 of
the process of environment threats at the environment
threats states.
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The following characteristics of the process of
environment threats Swi(t) can be either calculated
analytically using the above parameters of the
conditional sub-process of environment threats or
evaluated approximately by experts (Bogalecka &
Kotowrocki 2017b, 2018a):

— approximate limit values of transient probabilities
Pk/ty, i=12,...,00 k=1,2,..,m3, [=12,...,0 at the
particular states of the process of environment
threats given by (8) in (Bogalecka & Kotowrocki
2017d),

— limit forms of total probabilities p(k), i=1,2,...,0
k=1,2,...,n3 of the joined process of environment
threats and process of initiating events (Bogalecka
& Kotowrocki 2017d)

. [0} .
Plo =|le' Pty i=12,..,00k=12,...m. )

2.3 Process of environment degradation

We assume, as in (Bogalecka & Kotowrocki 2017¢, d)
that the process of environment degradation of the
sub-region Dk, k=12,...,ns is taking (y , ¢ € N

d1fferent environment degradation states
r(k),l’(k), r(/kk) Next, we mark by Rwu(t), t € <0,+o),
=12,...,n3, v=12,..,,, the process of the

environment degradation of the sub-region D,
k=1,2,...,ns while the process of environment threats
Sw(t) of the sub-region Dk is in the state S(k),
v=12,...,ur. The process Ruuv(t) is a function defined
on the time interval fe <0 ,+0), depending on the
states of the process of env1r0nment threats S(k)(t) and
taking discrete values in the set {Ik,u), [(k/0)»-- r(k Y
of the environment degradation states. We assume a
semi-Markov model (Grabski 2015, Kotowrocki 2014,
Kotowrocki & Soszynska-Budny 2011, Limnios &
Oprisan 2005, Macci 2008, Mercier 2008) of the
process of env1ronment degradation R(k/u)(t) and we
mark by QV k/v) 1ts random conditional sojourn tlmes
at the states I’k/u) when its next state is I’(k Iv)>
i,j=12,.., 0k, i#j,k=12,...,n3, v=12,.

Under these assumption, the process of
environment degradation Ruu(f) for each sub-region
Dk, k=12,...,n3 may be described by the vector
(A /0) (O)]lx/k of initial probabilities of the process of
environment degradation staying at particular
environment degradatlon states at the initial moment
t=0, the matrix [q(k/u)]gmk of probabilities of
transitions between the  environment degradation
states r('k wy and r(k /o, and  the matrix
[G} k /U)(t)]/kX(k of the distribution functions of the
Condltlonal sojourn times ./,V(k /vy ©f the process Ruu)(t)
at the envrronment degradation states or equivalently
by the matrix [ (k/v) ()]¢ixe  of the density functions
of the Condltlonal sojourn  times £} /0y
i,j=12,..., 0 i#j, k=12,...,m, v=12,... %the
process of environment degradation at the
environment degradation states.

The following characteristics of the process of
environment degradation Rwuy(t) can be either
calculated analytically using the above parameters of
the process of environment degradation or evaluated
approximately by experts (Bogalecka & Kotowrocki
2017¢, 2018a):



— approximate limit values of transient probabilities
Ok/oy, =12, 0k, k=1,2,...,n5, v=12,...,u at
the particular states of the process of environment
degradation given by (16) in (Bogalecka &
Kotowrocki 2017d), )

— limit forms of total probabilities Q).
i=12,...,0k, k=12,...,n3 of the joined process of
environment degradation, the process of
environment threats and the process of initiating
events (Bogalecka & Kotowrocki 2017d)

i U i U w .
q(lk) = Z p(uk) 'q(lk/U) = Z[Z pl : péjk/l)]q(lk/u) ()
v=1 v=l I=1

fori=12,..., 0k, k=1,2,...ns.

3 CRITICAL INFRASTRUCTURE ACCIDENT
LOSSES

We denote by (Bogalecka & Kotowrocki 2017d, 2018c)
to®, =12, 0 k=1,2,..m, (3)

the losses associated with the process of the
environment degradation Ruw(t), te<0,+w0),
k=1,2,...,n3, in the sub-region Dx, k=1,2,...,n3 at the
environment degradation state rky, i=12,..., (g,
k=1,2,...,n3 in the time interval <0,t>. Thus, the
approximate expected value of the losses in the time
interval <0,f>, associated with the process of the
environment degradation Rw(f) of the sub-region Dk
can be defined by

L . )
Lo (D) = _zlq('k) L) fork=1,2,...,n;, 4)
i=

where () mean the limit transient probabilities of
the wunconditional process of the environment
degradation at its particular states and are given by
(2), and Ly (t), t € <0,+) are defined by (3).

The losses associated with particular environment
degradation states are involved with negative
consequences in the accident area. The types of
consequences are various for different kinds of
accident and accident area. For instance, in the
shipping, the closure of port, closure of fishery area
and people death can be considered as the negative
consequences. The losses can be expressed by the cost
of the negative consequences in case like the closure
of port, closure of fishery area (Etkin 1999, Goldstein
& Ritterling 2001, Kontovas et al. 2011, Psaraftis 2008).
In the case of negative consequences like people
death, the losses can be expressed as the number of
loss of life. In the paper we only consider the accident
consequences that can be expressed by cost.

Under these assumption, if we fix the number of
kinds of accident consequences by & and the cost
function of this consequence lasting ¢

[Kio®17, j=12,..,&i=12,.., 0k, k=12,..,n5 (5)

than the loss for the sub-region Dx is expressed by the
total cost of all consequences lasting t in the sub-
region Dk, and is given by

. £ .
Lo (1) = _zl[K('k)(t)]“), i=12,..., 0 k=12,...m. (6)
]=

Hence, according to (4), losses associated with the
process of the environment degradation Rw(t) of the
sub-region Dk are given by

ly . £ . .
Lo () = _zlq;k){zl[K;m(t)](”} k=12,...m. @
I= ]j=

Furthermore, the total expected value of the losses
for the fixed time ¢, ¢ >0, associated with the process
of the environment degradation R(t) in all sub-regions
of the considered critical infrastructure operating
environment region D, can be evaluated by

Lip)= X L (o) ®)

where Ly(¢) are given by (7) for t = ¢.

4 CRITICAL INFRASTRUCTURE ACCIDENT
LOSSES WITH CONSIDERING CLIMATE-
WEATHER CHANGE PROCESS IMPACT

4.1 Critical infrastructure accident area climate-weather
change process

The critical infrastructure accident area climate-
weather change process parameters are (Kotowrocki
et al. 2017): the number of climate-weather states w,
the vector [gv(0)]ixw of the initial probabilities of the
climate-weather change process C(f) staying at
particular climate-weather states ¢ at the moment
t=0, the matrix [go]exwe of the probabilities of
transitions qu, b,1=12,...,.w, b=l of the climate-
weather change process C(t) from the climate-weather
state ¢» to ¢;; and the matrix [Nu]wxw of the mean values
Nu=E[Cu], b,1=1,2,...,.w, b#1 of the climate-weather
change process C(t) conditional sojourn times Cu at
the climate-weather states c» when its next climate-
weather state is c.

The critical infrastructure operating area climate-
weather change process characteristic is (Kotowrocki
et al. 2017) the vector

[qe]ae = [q1,q2,...,qw] )
of the limit values of transient probabilities

go(t) = P(C(t) = cv), t € <0,+0), b=1,2,...,w,

of the climate-weather change process C(f) at the

particular operation states cv.

We consider that the climate-weather change
process affects the losses associated with the process
of the environment degradation (Bogalecka &
Kotowrocki 2017e). We suppose that there are w=6
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climate-weather states c», b=1,2,...,w dependent on
the wave height and the wind speed, distinguished
for the ship operating area at the Baltic Sea open and
restricted waters and also w = 6 climate-weather states
e, b=1,2,...,w dependent on the wind speed and the
wind direction, distinguished for the ship operating
area at the Baltic Sea port waters. These climate-
weather states ¢, b=1,2,...,w are detailed defined in
(Kuligowska 2017).

4.2  Critical infrastructure accident losses related to
climate-weather impact

We denote the losses associated with the process of
the environment degradation Rw(f), t e <0,+o),
k=1,2,...,n3, in the sub-region Dk, k=1,2,...,n3, at the
environment degradation state r('k), i=1,2,..., Lk,
k=12,...,n3, in the time interval <0,f> while the
climate-weather change process C(t) at the critical
infrastructure accident area is at the climate-weather
state o, b=12,...,w, by (Bogalecka & Kotowrocki
2017e)

[Ly, (D17, (10)

te <0,+),i=12,..., 0k, k=1,2,...,n3,b=1,2,...,w.

The losses [Li(k)(t)](b) are the conditional losses while
the climate-weather change process C(t) is at the
climate-weather state c», b =1,2,...,w, defined by

[Lio 01 =101 - L ), (11)
t€<0,+00), i=12,.., éko k= 1,2,...,n3 b= 12,...,w,
where

[P(ik)](b)s i=12,..,0k, k=1,2,...,n35,b=12,...,.w, (12)

are the coefficients of the climate-weather change
process impact on the losses associated with the
process of the environment degradation in the sub-
region D, k=12,..,n3, at the environment
degradation state r('k), i=12,..., 0k, k=1,2,...,n3, in
the time interval <0,£> while the climate-weather
change process C(t) at the critical infrastructure
accident area is at the climate-weather state o,
b=12,...,w. Thus, by (7) and (11) the conditional
approximate expected value of the losses in the time
interval <0,t>, associated with the process of the
environment degradation Rw(t), of the sub-region D«
while the climate-weather change process C(t) is at
the climate-weather state ¢, b=12,...,w, can be
defined by

I .
[Lao 1 = b A [ Ly 1 (13)

for k=1,2,....n3, b=1,2,...,w, where q(ik) are given by
(2) and [L'(k)(t)](b), t € <0,+0) are defined by (11)-
(12).

Further, applying the formula for total probability,
the unconditional approximate expected value of the
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losses, impacted by the climate-weather change
process C(t), in the time interval <0,t>, associated with
the process of the environment degradation Rw(t) of
the sub-region Dk, can be expressed by

— W
Lio®= X [Ly 01, k=12,...m, (14)
b=1

where gv are given by (9) and [L(k)(t)](b) , te <0,+x)
are determined by (13).

Hence, according to (13), we have

— w Ly . .
L(k)u)%bzﬁqb.q:k)-[Ltk>(t)]<b>, k=12,...m.  (15)
=]1=

Finally, the total expected value of Ilosses,
impacted by the climate-weather change process C(t),
in the fixed time interval <0,¢>, associated with the
process of the environment degradation R(f), in all
sub-regions of the considered critical infrastructure
operating environment region D, can be evaluated by

L(p) = k"zflf(k)w), (16)

where L () are given by (14) for t = ¢.

Thus, considering (11), the coefficient of the
climate-weather change process impact on the losses
associated with the process of the environment
degradation in the sub-region Dk, k=1,2,...,n3, in the
time interval <0, ¢>, may be defined as

o1 =L w(@)/Lo(@), ¢ € <0+0), k=1,2,...,153, (17)
where L ®(¢) are the losses related to the climate-
weather impact, determined by (14) and Ly (¢) are the
losses without considering climate-weather impact,
determined by (4).

Similarly, the coefficient of the climate-weather
change process impact on the total losses associated
with the process of the environment degradation in
the entire considered region D, in the time interval
<0,¢>, may be defined as

P=L(9)/L(9), ¢ € <0,+x), (18)
where L (¢) are the total losses related to the climate-
weather impact determined by (16) and L(¢) are the
total losses without considering climate-weather
impact determined by (8).

Other practically interesting characteristics of the
environment degradation caused by critical
infrastructure accident consequences related to the
climate-weather are the indicators of the environment
of the sub-regions Dk, k=1,2,...,n3 resilience to the
losses associated with the critical infrastructure
accident related to the climate-weather change that
are proposed to be defined by
Rlw(p) =1/pw, ¢ € <0,+0), k=1,2,...,n3, (19)
where p are determined by (17) and the indicator of
the environment of the entire region D resilience to



the total losses associated with the critical
infrastructure accident consequences related to the
climate-weather change that are proposed to be
defined by

RI(¢) = 1/p, ¢ € <0,+c0), (20)

where pis determined by (18).

5 APPLICATION TO THE DYNAMIC SHIP
CRITICAL INFRASTRUCTURE NETWORK
OPERATING AT THE BALTIC SEA WATERS

On the basis of the statistical data, using the
procedures given in (Bogalecka & Kotowrocki 2016,
2017a, b, ¢, d, 2018a) we identify and predict the
process of environment degradation for the Baltic Sea
waters. Namely, we calculate = unconditional
approximate transient probabilities q(x), k=1,2,...,5,
i=1,2,..., gk, f] =30, fz 228, f3=28, 64 =31,
05 =23 at the particular states of the process of
environment degradation given by (2), for particular
sub-regions Di, k=1,2,...,5 that are as follows (the
probabilities of transitions that are not equal to 0 are
presented only):

afy =0.999872179003445, g7, =0.000000005069726,

q(y =0.000054820128704, q}) =0.000072995798125;

0(y) =0.999871085266778, 0y, =0.000016170471066,

g3 =0.000032213681563, (5, =0.000042280457051,

a3, =0.000032213681563, 433) =0.000003353578877,

0%, =0.000002682863102; q3, = 0.999871085266778,

g, =0.000016170471066, ¢35, =0.000032213681563,

q(s) =0.000042280457051, 3, =0.000032213681563,

a3, =0.000003353578877, 3, = 0.000002682863102;

O(s) =0.999871139828532, q3, =0.000036818375059,

q(5) =0.000048324117265, 3, =0.000036818375059,

qs =0.000003832946714, ;) =0.000003066357371;

A =1. (21)

The general model of critical infrastructure
accident consequences is applied to cost analysis of
losses associated with consequences generated by the
critical infrastructure defined as a ship operating at
the Baltic Sea (Bogalecka & Kotowrocki 2018c).
Considering (21), according to (6)-(7) and the
information coming from experts, the losses
associated with the process of the environment
degradation Ri(t) of the particular sub-region Dk,
k=12,...,5, during the time t=1 hour, amount (in
PLN):

— at the open and restricted waters

La)(1) =0.785, Ley(1) = 2.467, L3(1) = 3.091,

L(1) = 3.072, Ley(1) = 0; (22)

— at Gdynia and Karlskrona ports

Lay(1) = 1.457, Ley(1) = 3.145, L(1) = 3.769,
La(1) =3.750, Le)(1) = 0. (23)

Considering the above results, after applying (8),
the total expected value of losses associated with the
process of the environment degradation R(t) in all
sub-regions of the considered critical infrastructure
operating environment region D, during the time f=1
hour, amounts (in PLN)

— at the open and restricted waters:

L(1)=9.415; (24)

— at Gdynia and Karlskrona ports:

L(1)=12.121. (25)
Moreover, the losses of critical infrastructure

accident consequences impacted by the climate-
weather change process are calculated.

The approximate limit values of transient
probabilities qu, b=1,2,...,6 of the climate-weather
change process, at the climate-weather states for the
operating area (GMU Safety Interactive Platform
2018) amount

— at the open waters:

q1=0.834, g2=0.149, g3 =0,

g+=0, g5 = 0.015, go = 0.002; (26)

— at the restricted waters:

q1=0.827, g2 = 0.155, g3 = 0.004,

g1=0, g5 = 0.007, go = 0.007; 27)

— at the Gdynia Port:

q1=0.394, g2 =0.010, g5 = 0.473,

g+=0.006, g5 = 0.017, g6 = 0; (28)

— at the Karlskrona Port:

q1=0.364, g2 = 0.005, g3 = 0.417,

g+=0.016, g5 = 0.197, g = 0.001. (9)

According to the information coming from experts,
the coefficients [p(]®, b=12,...6, k=12,...5,
i=12,..., by, (=30, (, =28 (3=28 [, =3],
05 =23 of the climate-weather impact on losses at the
climate-weather change process states c», b=1,2,...,6
are

— at the open and restricted sea waters area:
[p(y1®=1.0,b=1,2,3,i=12,...30,

o1 =2.0,b=456,i=1,2,...30,
[p()]®=1.0,b=1,i=1.2,...28,

[P 17 =2.0,b=2,i=12,..28,
[p()]*=250=35i=12,...28,

[Pl 17 =18b=4,i=12,..28,
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[piy1®=3.0,b=6,i=12,..28,

(o5 ]®=1.0,b=14,i=12,...28,
[p5]®=2.0,b=25i=12,..28,
[pi1®=3.0,b=3,6,i=12,..28,
[pl]®=1.0,b=12,...6,i=12,..31,

(P51 =1.0,6=12,...6,i=12,..23; (30)

— at the Gdynia and Karlskrona ports:
[Py ] =1.0,b=135,i=1.2,...30,
[Py =2.0,b=24,6,i=1,2,...30,
piyI®=10,6=135i=12,..28,
p@<m=zab=z¢@i=Lz“2&
®=1.0,0=135,i=1.2,...28,
®=20,b=246,i=1,2,...28,
1,2,...31,
1,2,...23.

]
]
]
5]
Ply®=1.0,b=12,...6,i=
Pls1®=1.0,b=12,....6,i= -

Hence, according to (11) and (13)-(15), the
unconditional approximate expected value of the
environmental losses L)(t), during the time t=1
hour, associated with the process of the environment
degradation Rw(t) of the sub-region Dk, k=1,2,...,5
while the climate-weather change process C(t) is at
the climate-weather state c», b=1,2,...,6, are as follows
(in PLN)

— at the open sea waters:
L, (1)=0.798, L, (1) = 2.900, L (1) =3.611,

L., (1)23.072, L (1) =0; (32)

— at the restricted sea waters:
Ly, ()= 0.796, L, (1) = 2.925, L, (1) = 3.660,

Ly, (1)=3.072, L, (1)=0; (33)

— at the Gdynia Port:
Loy (1) =1.481, Ly, (1) =3.195, L, (1) = 3.800,

L, (1) =3.750, L5, (1) = 0; (34)

— at the Karlskrona Port:
L, (1)=1.489, L, (1)=3.214, L, (1) = 3.811,

L, (1) =3.750, L (1)=0. (35)

Considering (32)-(35) respectively and applying
(16), the total expected value of the losses L(t),
impacted by the climate-weather change process C(t),
during the time ¢ = 1 hour, associated with the process
of the environment degradation R(t) in all sub-regions
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of the considered critical infrastructure operating
environment region D, amounts (in PLN)

— at the open sea waters:

L(1)=10.381; (36)

— at the restricted sea waters:

L(1) = 10.453; (37)

— at the Gdynia Port:

L(1) =12.226; (38)

— at the Karlskrona Port:

L(1) = 12.264. (39)
Thus, considering (22)-(23) and (32)-(35)

respectively, and according to (17) and (19), the
indicators Rlw(tf) of the environment of the sub-
regions Dk, k=1,2,...,5, resilience to the losses
associated with the critical infrastructure accident
related to the climate-weather change are

— atthe open sea waters:

RIn(1) =98.4%, Rlz(1) = 85.1%,
Rl (1) = 85.6%, Rl(1) = 100%,
RlIE(1) —n/a as Le(1) =0 and L e(1)=0; (40)

— at the restricted sea waters:

RIn(1) = 98.6%, Rl (1) = 84.3%,
Rl (1) = 84.5%, Rl(1) = 100%,
RIs(1)-n/aas Le(1)=0and L (1) =0; (41)

— at the Gdynia Port:

RIny(1) = 98.4%, Rl (1) = 98.4%,
RI(1) =99.2%, Rlw(1) = 100%,
RIs(1)—n/aas Le(1)=0and L (1) =0; (42)

— at the Karlskrona Port:

RImn(1) =97.8%, Rlx(1) = 97.8%,
Rl (1) =98.9%, Rlw(1) = 100%,

RI(1) —n/aas Le(l)=0and L (1) =0. (43)

Next, considering (24)-(25) and (36)-(39)
respectively, and according to (18) and (20), the
indicator RI(t) of the environment of the entire region
D resilience to the losses associated with the critical
infrastructure accident related to the climate-weather
change is

— at the open sea waters:

RI(1) =90.7%; (44)
— at the restricted sea waters:
RI(1) =90.1%; (45)



— at the Gdynia Port:

RI(1) =99.1%; (46)
— at the Karlskrona Port:

RI(1) = 98.8%. 47)

The above results point the more significant
impact of the climate-weather change process within
the open and restricted waters than Gdynia and
Karlskrona ports. The reason for this can be explained
that the wave height and the wind speed are
parameters considered in the state of the climate-
weather change process at the open and restricted sea
waters, whereas the wind speed and the wind
direction are parameters considered in the state of the
climate-weather change process at Gdynia and
Karlskrona ports. It confirms that a wind direction
that is consider in the states of the climate-weather
change process only for Gdynia and Karlskrona ports
has a little significant impact on a value of losses
associated with the process of the environment
degradation.

Finally, these results are applied to the accident
consequences cost optimization through the accident
losses minimizing. From the linear equation (4), we
can see that the mean value of expected critical
infrastructure accident losses Lw(f), t e <0,+©),
associated with the process of the environment
degradation Rw(t) of the sub-region Dy, k=1,2,...,5 is
determined by the limit value of transient
probabilities gy, i=12,..., lk, k=12,...,5 of the
process of the environment degradation at the state
My, i=12,...,0«, k=1,2,...,5 and the mean value of
the critical infrastructure accident losses L{x)(t)
associated with the process of the environment
degradation Rw(f) of the sub-region Dk, k=1,2,...,5, at
the state Ik, i=12,..., lx, k=1,2,..5. Similarly,
from the linear equation (15), we can see that the
mean value of expected critical infrastructure accident
losses L(t), t e <0,+w), associated with the process
of the environment degradation Rw(t) of the sub-
region Di, k=1,2,...,5, impacted by the climate-
weather change process C(t) is determined by the
limit value of transient probabilities qu, b=1,2,...,6 of
the climate-weather change process C(f) at the
particular climate-weather state ¢, b=1,2,...,6, the

limit value of transient probabilities g,
i=12,..., lx, k=12,...,5 of the process of the
environment degradation at the state rk),

i=12,..,0k, k=1,2,...5and by the mean value of the
critical  infrastructure accident losses [ '(k)(t)]b
associated with the process of the environment
degradation Rw(t) of the sub-region Di, k=1,2,...,5 at
the state rk), i=1.2,..., 0, k=12,..,5 impacted by
the climate-weather change process C(#).

Therefore, the optimization based on the linear
programming (Kotowrocki & Soszyniska-Budny 2011,
Klabjan & Adelman 2006, Vercellis 2009) of the critical
infrastructure accident losses associated with the
process of the environment degradation R(t) of the
sub-region Dy, k=12,..,5 without and with
considering the climate-weather change process C(t)
can be proposed. Namely, we may look for the
corresponding optimal values , i=12,..., lk,
k=1,2,....5 of the limit transient probabilities k),

i=12,..., lx, k=12,...5 of the process of the
environment degradation at the state K,
i=12,..., 0, k=1,2,...,5 to minimize the mean value
of critical infrastructure accident losses Lw(f) in the
sub-region Dx, k=1,2,...,5 (Bogalecka & Kotowrocki
2018b) or optimal values @Gy, i=12,..., Clk,
b=12,...,6, k=12,...,5 of the Ilimit transient
probabilities  Qpq(x), i=12,..., lx, b=12,...6,
k=12,.,5 of the process of the environment
degradation at the state Ik, i=12..., /,
k=12,...,5 to minimize the mean value of critical
infrastructure accident losses L) (t) impacted by the
climate-weather change process C(t) in the sub-region
Dx, k=1,2,...,5 (Bogalecka & Kotowrocki 2018b). Now,
we can obtain the optimal solution, using the
procedure given in (Bogalecka & Kolowrocki 2018b).
Namely, we can find the optimal values (),
i=12,..., lx, k=12,..,5 of the limit transient
probabilities gy, i=12,..., lx, k=12,..5 or
quék)a i=12,..., 0k, b=12,...,6, k=1,2,...,5 of the
transient  probabilities  QuqQk), i=12,..., Ck,
b=12,..6, k=12,.,5 that minimize the objective
functions given by (4) and (15) respectively.

The inventory of losses associated with the
shipping critical infrastructure accident without and
with considering the climate-weather change impact
and resilience indicators for these losses impacted by
the climate-weather change, based on data collected at
the Baltic Sea waters, before and after optimization
are presented in Tables 1-4.

The performed comparison of values of losses
associated with the shipping critical infrastructure
accident without and with considering the climate-
weather change impact and resilience indicators for
these losses impacted by the climate-weather change
confirms and justifies the reasonableness of the
critical infrastructure accident losses optimization. It
may be the basis of some suggestions on new strategy
assuring lower environment losses concerned with
chemical releases generated by an accident of ships
operating within the shipping critical infrastructure
network.

Table 1. Shipping critical infrastructure accident losses (in
PLN) and resilience indicators for open sea waters before
and after optimization

Before optimization

L,(1)=0.785 L,(1)=0.798 RI, =0.984
Lo, () =2.467 L, (1)=2.900 Rl =0.851
L,,(1)=3.091 Ly (1)=3.611 RI; =0.856
L., (D=3.072 L,(1)=3.072 Rl =1.000
L5 (1) =0 L;,(1)=0 n/a

total  L(1)=9.415 L(1)=10.381 Rl =0.907

After optimization .
Lay()=0570 Lgy(1)=0.575 Rl =0.991
Loy()=1437 Loy(1)=1570 Rl =0915
L3 (1)=1980 L3(1)=2.141 Rl =0.925
Liy()=1.930 L4y(1)=1.930 Rl =1.000
L5 (1) =0 Ls()=0 n/a

total L(1)=5.917 L(1)=6.216 Rl =0.952
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Table 2. Shipping critical infrastructure accident losses (in
PLN) and resilience indicators for restricted sea waters

before and after optimization

Before optimization

L,()=0785 L,(1)=0.79 RI, =0.986
Lo, (D=2.467 L, (1)=2.925 Rl =0.844
Ly, (1)=3.091 L, (1)=3.660 RI; =0.845
L, (D=3.072 L,(1)=3.072 Rl =1.000
L;,(1)=0 L;, (D=0 n/a

total  L(1)=9.415 L(1)=10453 Rl =0.901

After optimization
L, (1)=0.570 L, (1)=0.570 Rl =1.000
L, (1)=1.437 L, (1)=1577 RI, =0911
L, (1)=1.980 L (1)=2.157 Rl; =0.918
L, ()=1.930 L, (1)=1.930 RI, =1.000
Ls(1)=0 L, (=0 n/a

total  L(1)=5.917 L(1)=6234  RI=0.949

Table 3. Shipping critical infrastructure accident losses (in
PLN) and resilience indicators for Gdynia Port before and

after optimization

Before optimization

L,(H)=1457 L, (1)=1481 RI, =0.984
L, ()=3.145 L, (1)=3.195 RIl, =0.884
L, 1)=3.769 L, (1)=3.800 Rl =0.992
L,(MH=3.750 L,(1)=3.750 RI, =1.000
L, (D=0 L;, (D=0 n/a

total L()=12122  L(1)=12225 RI =0.992

After optimization
L, (1)=1.149 E(,) (=1.155 Rl =0.994
L, (1)=2.016 L, (1)=2.031 RI, =0.992
L, (D =2.559 L, (@1)=2.568 R, =0.996
L,M=2509 L,(@=2509 RI, =1.000
L;1)=0 L;(S)(l) = n/a

total L(1)=8.231 L(1) =8.262 Rl =0.952

Table 4. Shipping critical infrastructure accident losses (in
PLN) and resilience indicators for Karlskrona Port before

and after optimization

Before optimization

L,()=1457 L,(1)=1489 RI, =0.978
Lo, (D=3.145 L, (1)=3214 RIl, =0.978
Ly (1)=3.769 L (1)=3.811 RI; =0.989
Ly (D =3.750 L, (1)=3.750 Rl =1.000
Ls(1)=0 L, (=0 n/a

total  L(I)=12.122  L(1)=12225 Rl =0.988

After optimization
L,(1)=1.149 L, (1)=1.157 Rl =0992
Lo (1)=2.016 L, (1)=2.037 R, =0.989
Ly (1)=2.559 L, (1)=2.572 RI; =0.995
L, (1)=2.509 L, (1)=2.509 RI, =1.000
L5 (1)=0 Ly (=0 n/a

total  L(1)=8.231 L(1)=8275  RI=0.995

From the performed analysis of the results of the
chemical spills at sea consequences optimization it
can be suggested to modify the process of accident
initiating events and the process of environment
threats, and the process of environment degradation
in the way that causes the replacing (approximately)
the conditional mean sojourn times of the
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environment degradation process at its particular
states before the optimization by their optimal values
after the optimization.

Instead of this practically difficult modification it
seems to be easier to change the process of accident
initiating events and the process of environment
threats characteristics that results in replacing
(approximately) the unconditional mean sojourn
times of the environment degradation process at its
particular states before the optimization by their
optimal values after the optimization. The easiest way
of these two processes modification is that leading to
the replacing (approximately) the total sojourn times
of the process of accident initiating events and the
process of environment threats at their particular
states during the fixed time before the optimization
by their optimal values after the optimization.
Coming directly from the practice suggestions on the
way of minimizing the environment losses are the
basis for creating the general procedures and new
strategies assuring the critical infrastructures accident
consequences decreasing the environment losses. In
practice it includes the following proactive and
reactive strategies (HELCOM 2002, IMO 2002,
Kristiansen 2005, Mamaca et al. 2009):

— prevention measures to elimination or reduction
accidents at sea (establish and revision of national
laws and regulations, IMO conventions and
resolutions, inspection, certification and auditing,
maintenance of the ship and equipment, reduction
traffic congestion),

— investigation of accidents and learn from
experience (identify causes and potential measures
that will reduce the threats and degradation effects
of similar accident in the future),

— identification of hazard and possible events that
may cause threats and result in severity of
degradation effects,

— emergency preparedness (preparation and
revision of emergency action plan, high quality
equipment for combating released substances,
rescuers training),

— reduction the time of emergency response process,
quickly undertaking a proper decision and action,
selection the best response method
(recommendation for decision-making, decision
support, cooperation with external parties and
exchange of information, tools for forecasting and
equipment for monitoring the spread or drift of
released substances).

6 CONCLUSION

Presented in the paper model, methods, procedures
and tools are supposed to be very useful in the critical
infrastructure accident consequences modeling,
identification, prediction, optimization and mitigation
the losses associated with these consequences. The
constructed model is applied to the maritime critical
infrastructure accident consequences caused by the
ship operating at the sea waters and chemical
releases. The papers contains results obtained when
the model was applied to the critical infrastructure
accident consequences caused by the ship operating at
the Baltic Sea. However, the proposed general model
of critical infrastructure accident consequences is a



universal tool that can have wide applications in
various industrial sectors. In spite of the model has
been designed for the maritime critical infrastructure,
it can be applied to identification, prediction,
optimization and mitigation of the losses associated
with chemical releases generated by any other critical
infrastructures, industrial installations and systems.
Next, based on the results, a new strategy assuring
low consequences of any critical infrastructure
accident can be created through the initiating events,
environment threats and environment degradation
processes modification related to minimizing critical
infrastructure accident losses.
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